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Foreword 

This is the latest contribution to work by the OECD’s Committee on Consumer Policy 

(CCP) on improving consumer policy with behavioural insights. Behavioural insights 

incorporate findings from economics, psychology, neuroscience and marketing to better 

understand how individuals and businesses actually behave in the marketplace. This 

report looks at how behavioural insights can be used to improve online information 

disclosures for consumers. 

In particular, many OECD countries have specific information disclosure requirements 

that businesses have to meet if they are to participate in the market, both online and off. 

Such requirements address concerns that businesses may otherwise fail to provide 

sufficient information to allow consumers to make informed decisions. While the role of 

information disclosure policies is clear, findings from behavioural insights raise questions 

about the usefulness of certain forms of information disclosure. This report looks at these 

concerns and the subsequent policy implications.  

  



4 │ IMPROVING ONLINE DISCLOSURES WITH BEHAVIOURAL INSIGHTS 
 

 

OECD DIGITAL ECONOMY PAPERS 

  
 

Table of Contents 

Foreword ................................................................................................................................................ 3 

Abbreviations and acronyms ................................................................................................................ 6 

Executive Summary .............................................................................................................................. 7 

Justifications for information disclosure policy ................................................................................... 7 
Behavioural insights and information disclosures ............................................................................... 8 
Implications for online information disclosure policy ......................................................................... 8 

1. Introduction ..................................................................................................................................... 10 

1.1. What are online disclosures? ...................................................................................................... 10 
1.2. What are behavioural insights? ................................................................................................... 11 

2. Online disclosures and consumer policy ........................................................................................ 14 

2.1. The economics of information disclosure ................................................................................... 14 
2.2. What information do consumers need? ....................................................................................... 16 
2.3. Online disclosure requirements across the OECD ...................................................................... 17 

3. Behavioural insights ........................................................................................................................ 19 

3.1. Consumers face information overload ........................................................................................ 19 
3.2. Anchoring and framing: context, form and timing matters ........................................................ 24 

Reference pricing ........................................................................................................................... 25 
Presentation of information ............................................................................................................ 27 

3.3. The endowment effect: consumers are loss averse ..................................................................... 27 
Drip pricing .................................................................................................................................... 28 
Time limited offers ......................................................................................................................... 29 
Bait pricing ..................................................................................................................................... 29 

3.4. Consumers are susceptible to default settings............................................................................. 31 
3.5. Consumers can be overconfident and short-sighted ................................................................... 32 
3.6. Social norms and cultural factors can also influence outcomes .................................................. 33 

4. Improving online disclosures for consumers................................................................................. 34 

4.1. Clear and accurate information and pricing ................................................................................ 34 
4.2. Important information should not be buried in the terms and conditions ................................... 35 
4.3. Express and meaningful consumer consent ................................................................................ 38 
4.4. Simple information ..................................................................................................................... 38 

Layered information ....................................................................................................................... 40 
4.5. Use of images, audio and videos and general layout .................................................................. 40 
4.6. Timing of disclosures and use of reminders ............................................................................... 42 
4.7. Personalised disclosures.............................................................................................................. 43 
4.8. Technology-enabled information provision ................................................................................ 45 
4.9. Summary of key policy implications .......................................................................................... 46 

Annex A. Relevant sections of the E-commerce Recommendation ................................................. 48 

C. Online Disclosures ........................................................................................................................ 48 
General Principles .......................................................................................................................... 48 
Information about the Business ...................................................................................................... 48 



IMPROVING ONLINE DISCLOSURES WITH BEHAVIOURAL INSIGHTS │ 5 
 

 

OECD DIGITAL ECONOMY PAPERS 
  
 

Information about the Goods or Services ....................................................................................... 48 
Information about the Transaction ................................................................................................. 49 

B. Fair Business, Advertising and Marketing Practices..................................................................... 50 

Annex B. Consumer testing ................................................................................................................ 51 

Problem identification .................................................................................................................... 51 
Developing options for improving disclosures .............................................................................. 52 
Testing options ............................................................................................................................... 53 
Other factors to consider ................................................................................................................ 54 

References ............................................................................................................................................ 55 

Notes ..................................................................................................................................................... 68 

 

Figures 

Figure 3.1. Reading online terms and conditions (T&Cs) is time consuming ...................................... 24 
 

Boxes 

Box 3.1. Examples of behavioural biases related to consumer understanding  of online disclosures ... 20 
Box 3.2. Marketing disclaimers in Japan .............................................................................................. 21 
Box 3.3. Readership of online terms and conditions ............................................................................. 23 
Box 3.4. Pricing practices and behavioural biases ................................................................................ 26 
Box 3.5. Drip pricing in the tourism sector ........................................................................................... 30 
Box 4.1. Responses to misleading pricing practices ............................................................................. 35 
Box 4.2. Using warnings to prevent incompatible digital product purchases online ............................ 41 
Box 4.3. Recognition of search advertising and native advertising ...................................................... 42 
Box 4.4. Annual statements, text alerts, mobile apps and banking behaviour ...................................... 44 

  



6 │ IMPROVING ONLINE DISCLOSURES WITH BEHAVIOURAL INSIGHTS 
 

 

OECD DIGITAL ECONOMY PAPERS 

  
 

Abbreviations and acronyms 

ACCC Australian Competition and Consumer Commission 

CAA Consumer Affairs Agency (Japan) 

CCP Committee on Consumer Policy (OECD) 

EC European Commission 

CMA Competition and Markets Authority (United Kingdom) 

EU European Union 

EULA End User Licence Agreement 

FCA Financial Conduct Authority (United Kingdom) 

FTC Federal Trade Commission (United States) 

OECD Organisation of Economic Cooperation and Development 

OFT Office of Fair Trading (United Kingdom) (now the CMA) 

ROSCA Restore Online Shoppers’ Confidence Act (United States) 

US United States 

 

  



IMPROVING ONLINE DISCLOSURES WITH BEHAVIOURAL INSIGHTS │ 7 
 

 

OECD DIGITAL ECONOMY PAPERS 
  
 

Executive Summary 

As anyone who has ever shopped online knows, the Internet is overflowing with 

information. Access to good information is essential if consumers are to make decisions 

in their best interests when shopping online. However, is there a point at which 

consumers have too much information? Further, can the way that information is presented 

affect consumer decisions? And, if so, how?  

This report looks at the historic justifications for online information disclosure in the 

context of consumer policy, and then reassesses this through a behavioural lens. It draws 

together the current literature and makes a number of high level recommendations for 

improving online information disclosures to ensure empowered consumers online. It 

builds on over a decade of work by the Committee on Consumer Policy (CCP) on 

incorporating behavioural insights into consumer policy to achieve better outcomes for 

consumers. 

Justifications for information disclosure policy 

Consumers use a wide variety of information in their decision making, including 

information obtained from the observation and use of products, and information from 

third parties including friends and family, businesses (via advertising and marketing), 

governments, intermediaries and independent organisations. This is true for both online 

and offline purchases. Increasingly, however, consumers are obtaining more and more 

information from online sources, like digital ads, blogs, social media, ratings and 

comparison websites, as well as “paid” or “sponsored” online content that may bear a 

similarity to news, feature articles and product reviews, for example.  

While online disclosures may be relatively new, economists have long focused on the role 

of information in correcting market failures that harm consumers. In particular, 

information economics recognised that, if left to the market, consumers may not always 

have enough, or the right type, of information to make informed decisions. This is 

especially relevant where there are “information asymmetries” (i.e. when sellers know 

more about the features and quality of their products or services than consumers). Further, 

the economics of information literature recognised that there are costs involved for 

businesses in providing information, and for consumers in searching for and 

understanding information. It therefore posited that disclosures that make product pricing 

and features more transparent could reduce search costs, potentially improving outcomes 

for consumers. For these reasons, most OECD countries have legislation or guidelines 

that ensure that consumers have access to clear, accurate, and easily accessible 

information when shopping online (and off).  

While information economics, with its focus on information disclosure, underlies much of 

consumer policy, it does not completely explain how consumers actually understand and 

use information. Indeed, while information economists have long recognised limits in 

consumer understanding and information processing, the behavioural insights literature 

has shown that “acquiring and assessing information may be more troublesome for 

consumers than information economics assumes” (Faure and Luth, 2011, p. 346[1]). 

Accordingly, in recent years policymakers have started to focus more attention on how 
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consumers process information, and the impact of form and context on consumer decision 

making, using tools and techniques from behavioural insights. 

Behavioural insights and information disclosures 

Behavioural insights incorporates findings from economics (drawing on the related field 

of behavioural economics), psychology, neuroscience and marketing to better understand 

consumer behaviour and decision making. Behavioural studies have shown that 

consumers can be subject to behavioural biases that might limit the effectiveness of some 

forms of online disclosures. Further, behavioural insights can highlight why some of the 

disclosure tactics that are employed by certain businesses can be effective in eliciting 

consumer behaviour that is not always in a consumer’s best interest. 

One of the key findings from behavioural insights is that consumers face information 

overload: there is only so much information they can take into account. This is especially 

true for decisions concerning complex products and/or a large array of choices. If faced 

with more information than they can process, consumers can disengage, resulting in 

suboptimal outcomes either because they ignore certain choices, make a decision based 

on a limited range of information, or defer a decision. One consequence of information 

overload is that few consumers read online terms and conditions in full, or at all.  

Further, numerous behavioural studies have found that presenting one choice to 

consumers as a default can induce consumers to choose that option. Hence, certain 

practices that prey on default biases, such as pre-checked boxes and negative option 

marketing, can be used by businesses to distort consumer decision making. Similarly, 

default biases can be used by policymakers to try and engender certain behaviour by 

consumers (or citizens) in the pursuit of specific policy objectives. 

How a choice or disclosure is presented to consumers can have a significant impact on 

consumer decision making. Consumers may be susceptible to anchoring and framing 

effects. For example, many consumers perceive the value of two identically priced offers 

to be different if one is presented next to a higher “pre-sale” price. Many consumers are 

also loss averse, which means that if an offer is presented as preventing a loss it may 

elicit a greater response than if presented neutrally. For example, time limited offers may 

prime consumers with a perceived loss if they miss the offer. Drip pricing and bait pricing 

also prey on this behavioural bias. 

In addition, consumers can be overoptimistic about potential benefits and short-sighted 

about future risks or costs, which can further hinder their ability to make decisions in 

their best interests. This may lead consumers to misjudge their future needs, ignore or 

discount warnings, or otherwise fail to take due consideration of relevant information. 

Social and cultural norms are also important and can influence how consumers interact 

with online disclosures. 

Implications for online information disclosure policy 

The abovementioned behavioural biases can potentially limit the effectiveness of online 

information disclosures. The implications for online information disclosure policy are 

discussed below. 

Consumers can only process so much information and will do so selectively depending 

upon context; and in some circumstances will not absorb any information. For this reason, 

it is important that online disclosures (including pricing information) are made as simple, 
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clear, accurate and relevant as possible. One important policy implication of this is that 

governments should ensure that mandated disclosure requirements do not introduce more 

complexity or volume than is absolutely necessary.  

Further, terms and conditions are not the (only) place for businesses to convey important 

information to consumers given that few consumers read these in full or at all. Instead, 

businesses should ensure that key information is displayed prominently and saliently, 

potentially in multiple places on a business’ website and at various times in the 

transaction process. Further, governments should continue to ensure that consumers are 

protected against unfair terms and conditions in online standard form contracts. In 

addition, given consumers tend to follow default settings, businesses should ensure that 

any consumer consent is obtained in an express and meaningful way. 

In designing online disclosures, businesses (and policymakers who are considering 

mandated requirements) should be mindful of the impact of form and context. In addition, 

use of images, audio and video should be considered. The timing of disclosures also 

matters and should be considered in understanding how best to communicate with 

consumers.  

One way to improve the simplicity of disclosures would be to make these more 

personalised. This could improve disclosures by removing irrelevant information, 

highlighting pertinent information and could even pick up personal preferences about 

what, where and when to disclose. However, personalisation has the potential to raise 

new consumer issues and requires further research. 

While consumers struggle with too much information, more complex information can 

potentially be used by algorithm-based technologies to assist consumer decision making. 

Policymakers and businesses should be aware of this alternative use of information. 

Moreover, governments should ensure that any mandated requirements do not impede 

businesses’ ability to innovate to develop more effective online disclosures for 

consumers. In considering changes to online disclosure requirements policymakers 

should conduct empirical research to determine how consumers actually interact with 

disclosures, including by testing the actual effects of alternative disclosure designs. 

In summary, to ensure that online disclosures are effective for consumers, the behavioural 

insights literature suggests that: 

 information and pricing should be simple, clear, accurate and relevant 

 businesses should not rely on terms and conditions to convey important 

information 

 businesses should obtain express and meaningful consumer consent 

 images, audio and video should be used where appropriate; not just text 

 when consumers receive information is of key importance 

 personalisation could potentially be used to improve disclosures 

 more complex information should be presented in a way that enables analysis by 

technology-enables third parties 

 consumer testing of information disclosures is important and should be 

undertaken whenever new disclosure requirements are being considered.  
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1. Introduction 

The OECD’s CCP has been analysing consumer policy using behavioural insights for 

over a decade as part of its work on effective consumer policy making.1 Behavioural 

insights incorporate findings from economics, psychology, neuroscience and marketing, 

to allow policymakers to better understand how individuals and businesses actually 

behave in the marketplace. Specifically, behavioural insights can be used to identify, test 

and measure behavioural biases to improve policy design. In the last decade, 

policymakers have substantially increased the use of behavioural insights in the design 

and delivery of consumer policy (OECD, 2017[2]). 

Information disclosure is a key tool for consumer policy. Many OECD countries require 

businesses to disclose certain types of information, often in specified ways, to enable 

consumers to make informed decisions by addressing issues of asymmetric information. 

In particular, while effective competition may encourage businesses to provide some 

information to consumers, in the absence of broader disclosure requirements, businesses 

might only disclose information that improves their chances of making a sale. Hence, if 

left to the market there might be issues of adverse selection – that is, businesses might not 

disclose information about the risks and limitations of the products and services they are 

selling. Further, businesses might be tempted to bend the truth in order to increase sales. 

While information disclosure is likely to remain a key tool for empowering consumers, 

findings from behavioural insights suggest that a rethink is required about the usefulness 

of certain forms of information disclosure. In particular, consumers experience difficultly 

in processing large amounts of information, are influenced by the way information is 

presented, and rarely read information contained in contractual terms and conditions. 

The purpose of this report is to look at online information disclosures through the 

behavioural lens with a view to improving online disclosures and empowering 

consumers. Examples are drawn from online and offline experiences but the policy 

implications are focussed on the online environment given the growing importance of this 

to consumers across the OECD. 

1.1. What are online disclosures? 

Online disclosures can provide consumers with information about the seller, the goods 

and services on offer, and the transaction itself, including information about payment 

methods, privacy policies and available dispute resolution and redress options (OECD, 

2016[3]). Businesses may make such disclosures through advertising and marketing 

(ranging from display banners to embedded “native advertising” in online blogs, social 

media sites and news sites), contractual terms and conditions, and legally-required 

notices. This information can be conveyed in different ways, including through pop-ups, 

links, text, images, audio and video. Businesses can provide this information at different 

points throughout a transaction process including through pre-transaction advertising and 

marketing and during the course of the transaction, often through the confirmation and 

payment process.  

Information disclosures are just one of a number of available tools for addressing 

consumer policy issues (OECD, 2010[4]). In the online context, disclosures may be an 

important way of communicating with consumers that might not be able to interact with 
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products in the same way that they would in “bricks and mortar” stores. For example, 

consumers may not be able to touch and feel physical products when shopping online. 

However, consumers may be able to sample digital products in a way that they cannot 

with physical products. Similarly, interactions with customer service staff in bricks and 

mortar stores may be replaced by online assistants or “chat” services. In addition, the 

Internet lends itself to new ways of interacting with consumers which means that the 

online disclosures may be fundamentally different from their offline counterparts (in 

terms of how, when and where information is conveyed, for example) even if they 

include the same substantive information.  

Further, what works for a recipient of a print disclosure may not work when transferred to 

another recipient’s “screen of choice”, be it a computer monitor, tablet or a mobile device 

(Benartzi and Lehrer, 2017[5]).2 Different delivery channels for consumer disclosures may 

require businesses to revise both the format and content of information. Further, the 

multi-dimensional nature of the Internet can often enable consumers to easily find more 

detailed information as required, allowing consumers to become better informed about a 

particular product or service. However, while information is prevalent on the Internet, 

consumer attention remains a scarce resource and some sources of information are more 

effective than others. In this context, getting consumers to notice and then click on key 

links can be as challenging as getting them to interact with traditional paper disclosures 

(Hogarth and Merry, 2011[6]), perhaps even more so (Benartzi and Lehrer, 2017[5]).  

“Internet of Things” products are likely to raise their own unique issues for information 

disclosure. For example, disclosure may be more of an issue across the life of the product 

rather than just at the pre-purchase stage. Further, businesses will have to consider how to 

effectively communicate with consumers in instances where a lack of a physical screen 

may make it difficult to communicate in traditional ways with text or images. Digital 

content products also raise their own unique set of issues.3 

1.2. What are behavioural insights? 

The multi-disciplinary study of behavioural insights and its application to public policy is 

relatively new, although it has been researched and applied for some time in specific 

policy areas or parts of the world to achieve certain goals, for example, automatic 

enrolment in retirement plans (Lunn, 2014[7]; Naru and Cavassini, 2017[8]). Behavioural 

insights is gaining acceptance and momentum as an effective tool for improving public 

policy across a number of sectors and policy areas, as evidenced by the OECD’s (2017[9]) 

report which collects over 100 case studies on applying behavioural insights to public 

policy around the world. It is estimated that over 150 governments make use of 

behavioural insights to influence consumer behavior and consumer choices (Sunstein, 

Reisch and Rauber, 2017[10]) and there are at least 130 behavioural initiatives 

institutionalised in or with public bodies involved with public policy (Naru and Cavassini, 

2018[11]).  

Behavioural insights are (OECD, 2016, p. 22[12]): 

… grounded in a multi-disciplinary approach where traditional economic 

strategies are mixed with insights from behavioural economics, cognitive- and 

social-psychology and, to some extent, cognitive design to create policies that 

take into account the many ‘irrational’ factors that influence consumers decision 

making …  
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Behavioural insights are underpinned by the use of experiments and empirical analysis. It 

builds on an inductive approach to policy making that researches issues and problems 

related to the actual rather than the assumed behaviour of individuals and tests possible 

solutions before designing policy interventions (see also Annex B). As noted by the 

OECD (2017, p. 16[9]): 

Behavioural insights aim at improving the welfare of citizens and consumers 

through policies and regulations that are formed based on empirically-tested 

results, derived using sound experimental methods.  

“Behavioural economics” can be viewed as a sub-category of behavioural insights that 

incorporates psychological insights into the study of economic problems (OECD, 

2017[2]). Throughout this report, the term “behavioural insights” is used to reflect its 

multi-disciplinary nature. 

Traditionally, consumer policy has been informed by economic theory, though some 

consumer policies also take into account social and moral objectives. Under economic 

theory, market interventions have tended to be justified on the basis of market failure (for 

example, imperfect or asymmetric information). While economic theory remains the 

starting point for investigating consumer policy (see Section 2.1), behavioural insights 

can help to test certain economic assumptions about consumer (and business) behaviour, 

and to adapt policy design and delivery where appropriate (OECD, 2017[2]).  

While many of the biases that have been uncovered by behavioural insights may be 

relevant to consumer issues broadly, this does not necessarily imply that wholesale 

changes to consumer policy are warranted. Instead, behavioural insights should be 

considered in the context of the specific policy question under investigation. In particular, 

findings from behavioural experiments cannot necessarily be generalised beyond the 

specific policy question that an experiment was designed to address.  

A further issue in using behavioural insights to improve online disclosures is that the 

overarching aim is to empower consumers to make decisions that are in their best 

interests (whatever those may be). That is, the goal is to preserve consumer autonomy by 

giving consumers the necessary information to make the best decisions possible in the 

circumstances. This differs from many other areas in which behavioural insights have 

been applied in that policymakers (or indeed businesses) usually have a clear behaviour 

that they want to invoke in consumers or citizens (albeit while potentially retaining the 

consumer’s/citizen’s ability to make a different decision). Such interventions are 

commonly referred to as “nudges” (Thaler and Sunstein, 2008[13]). Some examples from 

the literature include policy interventions that aim to increase tax compliance (Hernandez 

et al., 2017[14]), reduce energy use (Allcott, 2011[15]), increase organ donation (Johnson 

and Goldstein, 2004[16]), reduce litter (Kolodko, Read and Taj, 2016[17]) and promote 

healthy eating (Shahnazari et al., 2016[18]). It is likely that policy interventions can be 

more tailored in these scenarios than for a high-level goal such as improving online 

disclosures. Notwithstanding this, the behavioural literature does provide some useful 

insights for how to best use and design online information disclosures in a general sense. 

Further, for specific issues relating to online disclosures there may be more scope to 

develop targeted policy interventions (though these may not be able to be applied at a 

wholesale level). In this respect, consumer testing of policies relating to online disclosure 

is particularly important (see Annex B).  

This report aims to look at how lessons from behavioural insights can be used to develop 

more effective online disclosures both in a general way and in specific policy settings. 
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First, Chapter 2 looks at the economic and other justifications for information disclosure 

policies, and existing requirements across the OECD. Next, Chapter 3 looks at learnings 

from behavioural insights. Last, Chapter 4 discusses suggestions for improving online 

disclosures for consumers. Annex A reproduces relevant sections of the OECD’s 

“Recommendation on Consumer Protection in E-commerce” (hereafter “the E-commerce 

Recommendation”). Additional information on how to undertake consumer testing of 

information disclosures is contained in Annex B.  
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2. Online disclosures and consumer policy 

Clear and effective online information disclosure is fundamental to ensuring that 

consumers can fully engage in the digital economy. In particular, if consumers do not 

have the right amount and type of information, this may hinder their ability to make 

decisions that are in their best interests when shopping online. Further, well informed 

consumers are important to ensuring effective competition between businesses online. As 

noted by Beales et al. (1981, p. 492[19]): 

Information about price, quality, and attributes allows buyers to make the 

best use of their budget by finding the product whose mix of price and quality they 

most prefer. In turn, buyers’ ability to locate preferred products gives sellers an 

incentive to compete to improve their offerings by allowing buyers to find and 

reward (with patronage) the seller whose offer they prefer. Without such 

information, the incentive to compete on price and quality will be weakened, and 

consumer welfare will be reduced. 

In this way, “confident, informed consumers who make well-reasoned decisions represent 

powerful drivers of innovation, productivity and competition” (OECD, 2010, p. 28[4]). 

This section discusses the economics of information disclosure, what information 

consumers need, and provides examples of online information disclosure requirements 

across the OECD. 

2.1. The economics of information disclosure 

As noted in the OECD’s Consumer Policy Toolkit, economic theory suggests that free 

markets generally provide the best outcomes for consumers (OECD, 2010[4]). However, 

this is based on a number of assumptions. Namely, that: markets are perfectly 

competitive; there are no market failures; market players act in their best interests; there 

are no externalities; and there is perfect and complete information. If these assumptions 

do not hold, free markets might not provide the best outcomes for consumers and there 

may be a case for considering policy intervention. 

The assumption that market participants (and particularly, consumers) have access to full 

and complete information rarely holds in practice. In particular, consumers rarely know 

all the attributes of products and services in the market. “Information economics” or “the 

economics of information” emerged in the 1960 and 1970s to better understand the 

impact of imperfect information (Stigler, 1961[20]). Information economics highlighted 

that there are costs involved in providing and obtaining information (Stiglitz, 2000[21]). 

Hence, businesses and consumers undertake a cost-benefit assessment in deciding what 

information to provide to, or seek out in, the market.  

Information economics also recognises that asymmetric information can be a problem, 

especially if the attributes and qualities of a good or service cannot be ascertained before 

a purchase is made. As compared to search goods or services, whose attributes can be 

easily evaluated before purchase, attributes of: 

 experience goods or services can only be determined by a consumer after 

purchase and use (for example, a restaurant meal).  
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 credence goods or services cannot be determined even after purchase and use (for 

example, preventative medicine) (Nelson, 1970[22]; Nelson, 1974[23]; Darby et al., 

1973[24]).  

Hence, for experience and credence goods and services, the seller can provide 

information to consumers but consumers may be unable to verify this information before 

making a purchase. This can lead to an “adverse selection” or “lemons” problem where 

higher quality goods are driven out of the market (Akerlof, 1970[25]). This happens 

because sellers of high quality goods cannot convince consumers of the quality of their 

goods and so cannot elicit a higher price for the higher quality. If businesses cannot 

obtain a higher price for higher quality goods (and assuming they cost more to produce) 

businesses will stop supplying them and the quality of goods offered in the market will 

fall.  

Businesses might also undersupply information if they cannot retain the full benefit of 

doing so for themselves (Beales, Craswell and Salop, 1981[19]). Information about the 

generic benefits of a type of product falls into this category. For example, if a banana 

producer advertises the health benefits of bananas, banana sales may increase but not 

necessarily the sales of that particular banana producer: the producer’s competitors would 

“free-ride” on the investment. Hence, the producer may have little incentive to produce 

this type of information.  

Consumers may also undertake less searching than is privately optimal since they can free 

ride on the search activities of others (Salop and Stiglitz, 1977[26]). Specifically, 

consumers might get recommendations from friends and family which leads them to 

reduce their search activities (Deltas and Li, 2017[27]). Informed consumers are also more 

likely to take actions to discipline market players which can have broader benefits for all 

consumers in the market (Beales, Craswell and Salop, 1981[19]). Overall, this means 

consumers will undertake less search activity than they would if they could not benefit 

from the search activities of others. 

Asymmetric information is likely to be a particular problem in markets that are not 

sufficiently competitive. In addition, companies with market power may actually provide 

too much information in an attempt to overwhelm consumers so that they stick with the 

status quo (Beales, Craswell and Salop, 1981[19]).  

For some of the issues identified above, there may be scope for market-based solutions. 

For example: 

 Producers of high quality products have an incentive to convince consumers of 

the quality of their products so as to attract a higher price. For example, 

businesses can enhance their credibility by offering warranties, certification, 

guarantees or refunds (Dewally and Ederington, 2006[28]; Productivity 

Commission, 2008[29]; Rischkowsky and Döring, 2008[30]). 

 Businesses (especially those that rely on repeat customers) have incentives to 

invest in building their brand and reputation  (Beales, Craswell and Salop, 

1981[19]; Productivity Commission, 2008[29]). In this respect, online businesses 

may use online ratings and reviews to try to improve their reputation and build 

consumer trust (Bei, Chen and Widdows, 2004[31]). 

 Regarding concerns about free-riding by competing producers, this could be 

addressed through industry-wide advertising and marketing campaigns (so long as 

they do not raise competition issues) (Beales, Craswell and Salop, 1981[19]).  
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 Consumers may be able to verify the quality of a good or service by using 

third-party information such as that provided by brokers, consumer associations, 

intermediaries and other online platforms (OECD, 2010[4]). Such information is 

widely available online for a variety of goods and services (see, e.g., Section 4.8). 

Of course, using these services involves additional search costs and these services 

may raise other consumer protection issues. Further, online ratings and reviews 

may have their own limitations (Aral, 2013[32]).  

In this context, government intervention should only be considered when market 

mechanisms fail to address the market failure or create new consumer protection 

concerns.  

Nonetheless, some issues discussed above are unlikely to be solved through market 

solutions. In particular, businesses might still face incentives to publish false or 

misleading information, or may not publish sufficient information. This may lead 

consumers to make decisions that are not in their best interests (OECD, 2005[33]). In 

addition, these practices may distort competition and undermine consumer trust (Beales, 

Craswell and Salop, 1981[19]). 

False or misleading claims are most likely to be a concern for credence goods or one-off 

experience goods. This is because consumers may not have sufficient information to 

verify claims in these circumstances. Even in the Internet age where there is a wealth of 

information available, consumers may still face difficulties in verifying the claims made 

by businesses in respect of certain types of goods and services (Dimoka, Hong and 

Pavlou, 2012[34]). Further, competing businesses may not counter the claims if they have 

the same failings or the benefits of doing so do not outweigh the costs. For example, no 

cigarette company is likely to highlight the health problems associated with smoking. In 

addition, a business might not counter a competitor’s claims if it is costly to do so and/or 

they will not gain new consumers as a result. For these reasons, many countries have laws 

that prohibit businesses from making false or misleading claims (including by omission). 

Issues of insufficient information provision by businesses have tended to be addressed 

through mandated disclosure requirements. Information disclosures have a number of 

benefits. One is that they do not interfere with free trade in that they rarely restrict the 

types of products or services that businesses provide and leave consumers free to make 

choices regarding those products or services (Howells, 2005[35]). In addition, information 

disclosures tend to maintain personal autonomy (Grundmann, Kerber and Weatherill, 

2001[36]). However, as will be discussed in the following chapters, designing effective 

disclosures that empower consumers is not straightforward.  

2.2. What information do consumers need? 

The information that consumers require in order to make informed decisions when 

shopping online is one of the questions that the CCP considered in revising the 

E-commerce Recommendation. Section C of the E-commerce Recommendation 

addresses online disclosures and provides general principles and more specific details 

about the types of information that online businesses should make available to consumers. 

This and other relevant parts of the E-commerce Recommendation are reproduced in 

Annex A. 

In relation to the content of online disclosures, the E-commerce Recommendation 

recommends that online businesses provide consumers with information about 

themselves, the goods or services for sale, and the transaction. The overarching goal is 
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that consumers have sufficient information to make an informed decision regarding a 

transaction. The key elements of informed decision making relate to knowing the price 

and attributes of the product or service, the terms and conditions of sale, payment and 

delivery, and parties’ rights after purchase.  

While the E-commerce Recommendation is relatively detailed in the types of information 

that businesses should provide to consumers, it does not prescribe how and when this 

information should be provided except to say that online disclosures should be: 

 clear, accurate, easily accessible and conspicuous 

 made in clear and easy-to-understand language in the relevant local language and 

local currency 

 made at a relevant time 

 provided in a way that enables consumers to retain a complete, accurate and 

durable record 

 cognisant of the device or platform over which the transaction occurs. 

Some of these requirements inherently pick up on findings from behavioural insights. 

They recognise that consumers are not only influenced by the content of information but 

also by how and when information is presented. This is discussed in more detail in 

Chapter 3. 

In practice, businesses may provide much of the information detailed in the E-commerce 

Recommendation without being required to do so. Many of these represent common 

sense information that any business wanting to establish a loyal following of consumers 

would want to make available. However, other information might not be provided so 

willingly – for example, businesses whose products or services lack interoperability 

might not be so inclined to disclose this information.  

2.3. Online disclosure requirements across the OECD 

Online disclosure requirements differ across the OECD; this section provides a very 

broad overview of some of the main approaches.  

At a general level, most OECD countries have legislation that prohibits businesses from 

misleading or deceiving consumers. These laws usually apply equally whether a 

consumer is making a purchase on or offline. In this way, the laws in OECD countries 

protect consumers from making purchases based on false or misleading information. 

Some specific types of misleading or deceptive practices are also prohibited or restricted 

in a number of jurisdictions. These are discussed as relevant throughout the remainder of 

the report. Such prohibitions and restrictions address some of the information 

asymmetries that exist between businesses and consumers (including in relation to 

adverse selection) and recognise the importance of accurate information to effective 

competition and well-functioning markets.  

In addition, a number of jurisdictions (for example, Canada, Costa Rica, the European 

Union (EU), Japan and the United States) have additional requirements to ensure that 

advertising material does not mislead consumers. In some cases these requirements are 

complemented with guidance material. For example, in 2016 the US Federal Trade 

Commission released an “Enforcement Policy Statement on Deceptively Formatted 

Advertisements” that lays out the general principles the agency considers in determining 

whether any particular ad format is deceptive and applies them to modern media.  
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Some OECD countries also have mandated “lists” of information that businesses are 

required to provide to consumers. The specificity of these lists varies by jurisdiction.  

In the EU, for example, online businesses are required to provide twenty types of 

information to consumers under Article 6 of the Consumer Rights Directive (2011[37]). 

These include details about the good/service, the trader, price information, consumer 

rights and guarantees, payment and delivery details, contract details, interoperability of 

digital content, and consumer redress. 

In Canada, eight Provinces have adopted the Internet Sales Contract Harmonization 

Template which lists thirteen types of information that online businesses have to provide 

to consumers. These requirements were developed to be consistent with the OECD’s 

1999 Guidelines for Consumer Protection in the Context of Electronic Commerce ([38]) 

(which is largely consistent with the updated E-commerce Recommendation). Similar 

requirements exist in Costa Rica where businesses are required to provide various types 

of information to consumers, consistent with the requirements outlined in the 2016 

E-commerce Recommendation. 

Israel has a smaller list of seven pieces of information that online businesses have to 

provide to consumers at the marketing stage (s.14C, Consumer Protection Law 1981). In 

addition, it requires businesses to highlight any defect or known characteristic that 

significantly diminishes the value of a good, and any required maintenance or method of 

use in order to avoid injury during the ordinary use or handling of that good (s.4, 

Consumer Protection Law 1981). 

In Mexico businesses are only required to provide their address and telephone number. 

However, Mexican law also provides consumers with the right to know all the 

information about the terms, conditions, costs, additional charges, if any, and payment 

forms for the goods and services offered by businesses (see Article 76 BIS, Chapter VIII 

BIS, Consumer Protection Law). 

In the US, there is no list of information that all businesses are required to provide to 

consumers under federal law. Instead, the Federal Trade Commission (FTC) Act prohibits 

businesses from engaging in unfair or deceptive acts. The practical implications of this 

for what businesses should disclose online has been developed through case law and FTC 

guidance including rules, enforcement policy statements, formal guidelines, and informal 

staff guidance. In addition, there are a number of state-based laws and rules that require 

particular businesses to provide certain types of information to consumers. For example, 

the California Civil Code § 1789.3 requires e-commerce providers to inform consumers 

of the name, address, and telephone number of the provider, consumer charges, and 

dispute resolution. 

In other jurisdictions businesses are encouraged (rather than required) to provide similar 

types of information. For example, the Australian Government’s (2006[39]) “Guidelines 

for Electronic Commerce” recommends that online businesses provide various types of 

information to consumers, largely consistent with the information listed in the E-

commerce Recommendation (OECD, 2016[3]).  

In addition, many OECD countries have additional information disclosure requirements 

that apply to specific markets and sectors including in the online context. For example, 

there are detailed disclosure requirements for certain consumer disclosures in 

telecommunications, regulated utility and financial services in a number of OECD 

countries. 
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3. Behavioural insights 

This section looks at the literature on consumer behaviour regarding information 

disclosures and identifies key lessons. In particular, the behavioural insights literature 

suggests that there are a number of behavioural “biases” that may hinder the effectiveness 

of online information disclosures, including information overload, the endowment effect, 

default and status quo effects, anchoring, framing, overconfidence and time 

inconsistency/myopia (see Box 3.1). These are discussed below. 

3.1. Consumers face information overload 

There are limits to the amount of information that consumers can process (Miller, 

1956[40]). Information overload occurs when consumers are confronted with complex 

products or a large range of choices and find it difficult to engage with the decision. 

Ultimately, consumers may choose not to make a decision, or may base their decision on 

relatively simple “rules of thumb” or “heuristics” (OECD, 2017[2]).  

This can potentially lead to consumer harm if consumers put off making a purchase that 

would have made them better off, or make a wrong decision (for example, staying with 

their existing supplier when they would be better off switching). Indeed, Levav et al. 

(2010[41]) found that when confronted with an increasing number of options, consumers 

were more likely to stick with the default option. Further, numerous studies have found 

that “when people are overloaded, they feel less satisfied, less confident, and more 

confused” (Lee and Lee, 2004, p. 177[42]). 

Consumers use a variety of information when making purchasing decisions, including 

(OECD, 2010, p. 34[4]): 

Information obtained from observation and use of the product, from friends 

and family, from firms via advertising and other marketing activities, and from 

third parties such as the government, intermediaries and independent 

organisations. 

In the digital economy there is even more, and more varied types and sources of, 

information available to consumers. As noted in a report by the United Kingdom’s former 

Office of Fair Trading (OFT) (2007, p. 26[43]): 

The internet provides consumers with a wealth of information from relatively 

accessible price information, to specialist forums where people can discuss 

products, suppliers and deals. Search engines and price comparison sites are 

potentially valuable facilitators of information which, if used effectively, can 

enable people to compare many products and prices and select the best deal for 

them – possibly at lower prices than they could otherwise find. 

However, the OFT (2007[43]) also found that consumers are frustrated by the mass of 

poorly structured information available online as this can cause information overload and 

increase search times. Rather than facing a problem of insufficient choice, consumer can 

instead feel constrained by their inability to compare offers due to an excess of 

information and options (Gill Wales Research, 2014[44]). Indeed, a study commissioned 

by the European Commission (EC) found that when shopping online (as compared to 
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offline), consumers are more “motivated to avoid information overload and simplify 

choice” (Leenheer et al., 2014[45]). Benartzi and Lehrer (2017[5]) had similar findings. 

Box 3.1. Examples of behavioural biases related to consumer understanding  

of online disclosures 

Information overload: When faced with complex products or a bewildering 

array of choices, consumers may ignore possible choices or choose not to choose. 

Consumers may also rely on simple “rules of thumb” or “heuristics”. 

Default and status quo effect: Presenting one choice as a default option can 

induce consumers to choose that option. The power of default is related to the 

status quo effect, where consumers have a strong tendency to remain at the status-

quo. 

Endowment effect: Consumers often demand much more to give up an object 

than they would be willing to pay to acquire it: consumers value a good more 

highly when it becomes a part of their endowment. This is because consumers 

tend to be loss averse. 

Anchoring: Consumers “anchor” decisions around the information that they think 

is the most important. This means consumers may fail to adjust their perception of 

the value of the offer sufficiently, even when additional information is provided. 

Framing: Consumers are influenced by how information is presented. Presenting 

an option in a certain way may induce consumers to evaluate the choice from a 

particular reference point. 

Priming effect: When consumers are repeatedly exposed to something, for 

example, through publicity, certain attributes can play an undue role in consumer 

decisions. Priming can influence preferences by making certain attributes salient.  

Overconfidence: Consumers tend to think that they are more likely to experience 

an outcome from some action that is better than the average expected outcome. 

For example, most drivers think that they are safer than the average driver. 

Hyperbolic discounting and myopia: Consumers tend to treat the present as if it 

were much more important than future time periods. This explains outcomes such 

as low retirement savings in the absence of compulsion. 

Time-inconsistency: Consumers may make choices that are not consistent across 

time periods due to conflicts between short-term urges and long-term interests. 

Social and cultural norms: Consumers are often guided by the values, actions, 

and expectations of a particular society or group. For example, when people are 

made aware of what others are doing, it can reinforce individuals’ underlying 

motivations. 

Source: adapted from OECD (2017, p. 9[2]). 

 

So it seems that greater information provision does not necessarily translate into better 

outcomes for consumers. As noted by Citizens Advice (2016, p. 28[46]): “despite more 

information on the purchase being made available to consumers, most do not read it 
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thoroughly and many don’t understand it properly”. A study undertaken by Japan’s 

Consumer Affairs Agency on marketing disclaimers illustrates this issue (see Box 3.2). 

Box 3.2. Marketing disclaimers in Japan 

Japan’s CAA undertook a study to understand consumer attitudes towards, and the 

effectiveness of, marketing disclaimers (which it calls “reservation representations”) in 

relation to “emphasised claims”. The study’s findings suggest that few consumers notice 

such disclaimers and even when they do, many do not read them. The study was based on 

a consumer survey and consumer experiments involving various forms of disclaimers. 

The survey first asked whether consumers usually pay attention to disclaimers in various 

forms of media. For online marketing, over 57% of survey respondents chose not to read 

disclaimers even when they were on the same page of a computer screen. This increased 

to over 75% when the consumer had to scroll down on their smartphone. The main 

reasons given for this were that it’s bothersome to read written descriptions and the small 

font size.  

The CAA then undertook a number of online experiments to test whether consumers 

notice marketing disclaimers. One experiment included emphasised claims in 48 point 

font with disclaimers in 10 point font. Of the consumers that noticed the claims, over 84% 

overlooked the disclaimer. Another experiment involved a video where over 91% of 

consumers missed at least half of the disclaimers. Another example required consumers to 

scroll down to see the disclaimer: of the consumers that noticed the claims, over 68% of 

consumers missed the disclaimer (58% blamed the size of the disclaimer and 40% blamed 

the need to scroll down). 

Key reasons for missing disclaimers included i) use of small font size (in general and 

compared with the emphasised claim font size); ii) disclaimers not appearing close 

enough to the emphasised claim; and iii) difficulty in reading disclaimers against a 

patterned background. In addition, for video marketing, additional issues included i) 

insufficient time to read the disclaimer; ii) disclaimers not appearing in the same scene as 

claims; iii) disclaimers only appearing in text form (when claims were read out); and iv) 

general information overload.  

An additional concern raised by the study was that even where consumers did notice 

disclaimers, many did not understand the meaning of the disclaimer for various reasons. 

This led some consumers to dismiss the disclaimer entirely. 

Source: Consumer Affairs Agency (Japan) (2017[47]). 

 

Consumers are also time poor. Gill Wales Research (2014[44]) estimated that British 

consumers spent an average of three to four hours per week engaging with markets in 

2014. That included online and offline shopping across the range of consumer products 

and services. In this context, consumers are time pressured when shopping online and 

“often feel short of time to deal with problems they face in markets for goods and 

services” (Citizens Advice, 2016, p. 2[46]).  

This has implications for how consumers interact with markets. As noted in the 

Consumer Policy Toolkit (OECD, 2010, p. 27[4]):  
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… time-pressured consumers are likely to make key decisions by i) limiting 

searches; ii) deferring to an intermediary for advice; iii) employing a rule of 

thumb (i.e. a heuristic technique); or iv) forgoing making a purchasing decision 

because of the effort that would be required to properly research and evaluate a 

proposition. 

Further, few consumer want to spend more time considering offers in the market. For 

example, only 1% of British consumers would choose to spend more time on “shopping 

and services” if they could (OFT, 2007[43]). Further, research by Citizens Advice 

(2016[46]) suggests that encouraging consumers to spend more time reading disclosures 

may be counterproductive. They found that consumers who were prompted to spend more 

time reading information tended to be less satisfied with their decision than consumers 

that followed their usual decision making processes (Citizens Advice, 2016[46]). However, 

the research did not test whether consumers made better decisions in terms of price, 

quality and avoiding problems. 

Complexity (rather than just volume) can also lead consumers to disengage or make 

sub-optimal decisions. This is demonstrated with an experiment undertaken by the EC 

(2016[48]) in relation to energy pricing. In the experiment, consumers were presented with 

either complex or simplified pricing information and asked to choose the best energy deal 

for them over two rounds. In the first round there was no significant difference between 

the two forms of pricing. However, in the second round 37% of consumers with the 

simple pricing information choose the optimal deal as compared to 22% consumer with 

the complex pricing information (a statistically significant difference of 15 percentage 

points).  

Bar-Gill (2012, pp. 18-19[49]) argues that some businesses may actually increase 

complexity purposefully because this: 

… hides the true cost of the product from the imperfectly rational consumer 

… The imperfectly rational consumer deals with complexity by ignoring it. He 

simplifies his decision by overlooking non-salient price dimensions … So while 

complexity may not faze the rational consumer, it will most likely mislead the 

imperfectly rational consumer. 

In addition, complexity may lead consumers to follow the actions of others without 

regard to their own information, called “informational cascades”, which tends to lead to 

poor decision making by consumers (Bikhchandi, Hirshleifer and Welch, 1998[50]). As 

noted by Duan et. al., (2009, p. 25[51]): 

… the abundance of online information does not necessarily benefit 

consumers. Informational cascades are known to generate suboptimal social 

allocation … By providing easily available product ranking information that 

enables informational cascades, the Internet may decrease rather than increase 

consumer welfare. 

One concrete way in which the problem of information overload may manifest is in 

consumers choosing not to read online terms and conditions. There is growing evidence 

and acceptance that most consumers do not read online terms and conditions when 

making online purchases (see Box 3.3). Indeed, many consumers simply accept online 

terms and conditions, or scan them briefly, instead of reading them in full.  
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Box 3.3. Readership of online terms and conditions 

There is growing evidence that few consumers read online terms and conditions, in part 

or in full, when making online purchases. Estimates of (at least partial) readership of 

online terms and conditions vary from 0.2% to 77.9% of consumers, depending on the 

way these are presented, the product or service they relate to, and the way readership is 

measured. 

The EC (2016[52]) found that while 95 to 100% of consumers accept online terms and 

conditions, very few read these in full. Readership varied depending on the presentation 

of terms and conditions. Where consumers had to click through to terms and conditions, 

only 9.4% opened them whereas 77.9% of consumers said that they at least scanned 

terms and conditions that could be scrolled through. 

Other estimates of readership vary from 4% (Hillman, 2005[53]) to 7% (for British 

consumers, see Smithers (2011[54])). Readership of end user licence agreements (EULAs) 

appears to be even lower with only 0.2% of consumers accessing EULAs (Bakos, 

Marotta-Wurgler and Trossen, 2014[55]); and Marotta-Wurgler (2011[56]; 2012[57]) found 

that requiring consumer consent did little to improve readership of online EULAs.  

Levels of readership may vary depending on the type of product or service being 

purchased. Stark and Choplin (2009[58]) found that only 5% of consumers said they read 

terms and conditions for downloading software in full. Where the stakes are higher, 

however, consumers are more likely to read terms and conditions: the same research 

found that 72% of consumers said they read car rental contracts, while 73% said they read 

mortgage contracts. In the OECD’s recent survey of consumer attitudes towards peer 

platforms, only 17% of respondents said they read terms and conditions of peer platforms 

(such as Uber and Airbnb) in full (OECD, 2017[59]). 

 

There is evidence, however, that this is not due to behavioural biases, but instead 

represents a reasonable assessment of the costs and benefits of reading (Helleringer and 

Sibony, 2016[60]; Ben-Shahar, 2008[61]). In particular, reading online terms and conditions 

is often a time consuming task, as the examples in Figure 3.1 demonstrate. Further, the 

complexity and jargon contained in most online terms and conditions makes them 

inaccessible for many consumers (European Commission, 2016[52]). Worryingly, online 

terms and conditions appear to be getting longer and more difficult to understand 

(Marotta-Wurgler and Taylor, 2013[62]; Warren, 2008[63]). In addition, the inability of 

consumers to negotiate online terms and conditions, especially with larger online 

businesses, may leave consumers with no real option than to agree to the terms and 

conditions, in which case there may be little benefit from reading (Ben-Shahar, 2008[64]). 
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Figure 3.1. Reading online terms and conditions (T&Cs) is time consuming 

 
Sources: Parris (2012[65]); Norwegian Consumer Council (2016[66]); McDonald and Cranor (2008[67]) and 

Hern (2015[68]). 

3.2. Anchoring and framing: context, form and timing matters 

Economic theory says little about how and when information should be conveyed to 

consumers (except to suggest that consumers need the information before agreeing to a 

transaction). However, findings from behavioural insights suggest that these issues are of 

key importance (Tversky and Kahneman, 1981[69]). In particular, consumers are 

susceptible to anchoring and framing effects.  

Anchoring occurs when consumers weight one piece of information too heavily when 

making a decision, often at the expense of other information (Tversky and Kahneman, 

1974[70]; Kahneman, Lovallo and Sibony, 2011[71]). This can mean that consumers do not 

value the entire offer properly, even when additional information is provided. This can 

lead to sub-optimal choices and consumer harm. One common anchor point, especially 

when consumers are facing difficult decisions (i.e. when consumers are also facing 

information overload), is price. This can exacerbate other behavioural biases such as 

framing around price, as discussed below. 

Framing refers to the fact that consumers are influenced not only by the content of the 

information provided by businesses but also by how the information is presented 

(Tversky and Kahneman, 1981[69]; Sunstein, 2011[72]). Hence, presenting an option in a 

certain way may induce consumers to evaluate the choice from a particular reference 

point. Indeed, the framing of a decision may even change the decision (King and Smith, 

2010[73]). Several studies have shown that timing, context and frequency of disclosure are 

important to whether consumers read and comprehend the information being disclosed 

(FTC, 2016[74]). 

As part of a study on consumer vulnerability, the EC (2016[48]) undertook a behavioural 

study to assess the effect of the prominence of information on consumers’ ability to select 

the best unsecured personal loan for them. While consumers received the same 

information under the two test conditions, the prominence of the annual percentage rate 
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(APR) differed: in one it appeared at the top in large font, in the other it was at the bottom 

in small font. In both rounds of the experiment consumers with the more prominent APR 

information performed better (with 91% of consumers selecting the best loan compared to 

82% in the first round and 88% versus 82% in the second round). 

Framing (alongside anchoring) can be a particular problem with pricing disclosures. 

Common pricing practices that have the potential to result in consumer harm are outlined 

in Box 3.4. In 2010, the OFT undertook an in-depth study on the effects of these various 

forms of pricing practices ([75]). Of these, it found that the greatest potential to mislead 

was from drip pricing, followed by time limited offers, bait pricing, complex pricing, 

reference pricing, and volume and “free” offers. Drip pricing, time limited offers and bait 

pricing are discussed in more detail in Section 3.3. Reference pricing is discussed below. 

The effects of complex pricing are similar to the effects of information overload (see 

Section 3.1).  

In relation to volume and “free” offers, these are common practices that can benefit 

consumers so long as consumers can determine unit prices and businesses do not engage 

in misleading practices concerning the offer (OFT, 2010[75]). These practices can 

generally be assessed under generic consumer protection laws that protect against 

misleading conduct.  

Reference pricing 

Reference pricing occurs where a price is listed next to another “reference” price (either a 

pre-sale, competitor’s or recommended retail price). Reference pricing makes use of 

anchoring whereby consumers compare the reference price with the sale price to 

determine the value of the offer (Ahmetoglu, Furnham and Fagan, 2014[76]). 

Economic theory would suggest that a reference price should not impact a consumer’s 

willingness to pay. However, research shows that consumers are generally willing to pay 

more when a higher reference price is presented (Kristensen and Gärling, 2000[77]). In 

reviewing the literature on the effects of reference pricing, Ahmetoglu et al. (2014, 

p. 699[76]), concluded that:  

… a large body of evidence shows that the presence of a reference price 

increases consumers’ deal valuations and purchase intentions and can lower 

their search intentions … Reference prices can, in some instances, influence 

consumers even when these are very large and consumers are sceptical of their 

truthfulness. 

The inclusion of accurate reference prices that consumers could expect to pay in the 

market can be useful in conveying information to consumers regarding the value of the 

offer (OFT, 2010[75]). However, there is the potential for businesses to distort consumer 

demand by using inflated or inaccurate reference prices, which can have adverse 

implications for competition, even if consumers are sceptical about the reference price 

(Urbany, Bearden and Weilbaker, 1988[78]; Van Boom, 2011[79]). Given this, it is 

important that businesses only use true reference prices that consumers would be likely to 

encounter in the market.  
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Box 3.4. Pricing practices and behavioural biases 

Drip pricing 

Drip pricing occurs where a company advertises its product at a certain (low) price but 

later adds on additional non-avoidable fees or surcharges. Drip pricing preys on the 

anchoring and endowment effects (see Section 3.3). It can result in consumer loss as 

consumers feel committed to the purchase decision and stick with it despite the price 

increasing during the transaction process. It can increase purchase intentions, price and 

value satisfaction and reduce search intentions (Xia and Monroe, 2004[80]). 

Time limited offers  

Time limited offers may take advantage of consumers’ tendency to be loss averse if 

businesses are able to produce a feeling of scarcity (Ahmetoglu et al., 2010[81]). Time 

limited offers are most likely to cause consumer harm where a business provides false or 

misleading information regarding the time limited nature of the offer. 

Bait pricing 

Bait pricing occurs where a business advertises a product at a low price to attract 

consumers to their store/site but there is only a low volume of products on sale (that sell 

out) and consumers end up making a more expensive purchase once there. Like drip 

pricing, this also makes use of the endowment effect (see Section 3.3) and may be 

detrimental to consumers (Ellison and Fischer Ellison, 2009[82]). 

Complex pricing  

Complex pricing can result in consumers struggling to determine prices since they depend 

on multiple factors. The effects of complex pricing similar to that of information overload 

and may be detrimental to consumers if they are not able to make decisions in their best 

interests (Ahmetoglu et al., 2010[81]). Complex pricing may also prey on consumer 

overconfidence (see Section 3.5).  

Reference pricing  

Reference pricing occurs where a price is listed in reference to another (higher) price. 

This could be the pre-sale price, a competitor’s price, the recommended retail price, or a 

post-sale price. While economic theory would suggest this shouldn’t have any impact, 

behavioural studies show that reference prices influence consumers’ assessment of value 

and hence, purchase intentions (Ahmetoglu et al., 2010[81]). 

Volume and “free” offers  

Volume and “free” offers occur where businesses offer a discount for additional items 

purchased. For example, a business may offer consumers a “buy two, get one free” type 

offer. This is likely to increase purchase volumes but the net effects for consumers are 

difficult to determine as they may also confer consumer savings (Ahmetoglu et al., 

2010[81]). 
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For this reason, many consumer agencies across the OECD have taken action against 

businesses that have used inflated or inaccurate reference prices. These types of cases 

tend to be pursued under generic consumer protection laws that prohibit businesses from 

providing false or misleading information, rather than specific laws that ban reference 

pricing. This is discussed in more detail in Section 4.1. In other cases, some agencies, like 

the US FTC, do not view reference pricing as a priority for enforcement action given the 

benefits to consumers from aggressive price competition, especially in the online context, 

where consumers can easily “check the value of the bargain being offered at competing 

retailers’ Web sites, perhaps compare the cost at Amazon.com, and even find out what it 

might cost to buy the item used on eBay” (Pitofsky, Shaheen and Mudge, 2004, p. 64[83]). 

Presentation of information 

More generally, behavioural insights have shown that the presentation of information 

matters. For example, consumers have a tendency to only read text towards the top of 

long text disclosures (FTC, 2016[74]). Businesses could take advantage of this by putting 

problematic terms further down. Further, Levav et al. (2010[41]) found that the order of 

options (and the choice of defaults – see Section 3.4) can have a significant impact on 

consumer decisions. Format also matters and consumers may be less likely to engage 

with information in small print, footnotes, new windows and/or scrolling text boxes 

(European Commission, 2016[52]). 

In addition, there is evidence that consumer decisions are influenced by the environment 

in which they make the decision (Darke, Chattopadhyay and Ashworth, 2006[84]). For 

example, transactions made through mobile devices are often undertaken “on the go” 

where consumers make rapid purchase decisions while in transit. In such a context, the 

ability of consumers to review terms sufficiently before agreeing to a transaction can be 

limited. Alternatively, fully understanding the terms and conditions of sale in such a 

context is likely to time consuming and burdensome (OECD, 2014[85]). 

The disclosure medium (text, audio or video) can also influence decision making 

(Benartzi and Lehrer, 2017[5]). Research by Jiang and Benbasat (2007[86]) suggests that 

videos (with or without narration) may be more effective for communicating product 

features to consumers, except for highly complex products. In addition, in the context of 

advertising, Facebook has undertaken experiments that suggest that advertisements 

containing images rather than text are more engaging for consumers (Facebook IQ, 

2017[87]), as are advertisements on mobile devices compared to television (Facebook, 

2015[88]).  

3.3. The endowment effect: consumers are loss averse 

The endowment effect occurs when consumers demand more to give up an object they 

own than they would be willing to pay to acquire it. That is, a good becomes more 

valuable to a consumer once it is part of their “endowment” (OECD, 2017[2]). This can be 

explained by a notion called “loss aversion” (Kahneman, Knetsch and Thaler, 1991[89]). 

As stated by Tversky and Kahneman (1992, p. 298[90]): “One of the basic phenomena of 

choice under both risk and uncertainty is that losses loom larger than gains”. That is, 

consumers tend to be loss averse. Drip pricing, bait pricing and time limited offers all 

take advantage of the endowment effect and loss aversion. 
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Drip pricing 

Drip pricing takes advantage of the endowment effect. Once consumers have decided to 

make a particular online purchase (especially one that involved considerable search time 

and effort), that decision effectively becomes part of their endowment. That is, in their 

mind they have already acquired it. If the cost of the purchase then increases due to drip 

pricing, loss aversion may make it more difficult for consumers to step away from the 

purchase (OFT, 2012[91]). This could result in consumers making purchases that are not in 

their best interests; that is, consumers may not shop around enough and may make 

purchases at higher prices than they would otherwise. Drip pricing can also make it much 

more difficult for consumers to understand and compare final prices (Greenleaf et al., 

2016[92]).  

As mentioned above, the OFT (2010[75]) found that drip pricing had the worst consumer 

outcomes of the pricing disclosures it tested. To test the effects of drip pricing it ran a 

simulated online experiment. It found that, compared to a baseline of no drip pricing, 

there were 9% more search errors (due to consumers not searching enough), and 14% 

more purchasing errors (where consumer bought too many units). In addition, consumers 

tended to stick with the first store they visited even when they shouldn’t have: in 27% of 

cases consumers bought from the first store they “visited” when they shouldn’t have, and 

the first store received 112% of optimal sales. This experiment shows that drip pricing 

has the potential to significantly distort consumer decision making, to the consumer’s 

detriment.  

Morwitz and Santana (2012[93]) conducted two similar experiments; one in the airline 

industry and one for rental cars. In the airline experiment, they found that consumers 

were more likely to buy when faced with drip pricing (that is, disclosure of mandatory 

fees decreased buying intentions). However, this effect did not hold for experienced 

consumers. They also found that consumers were more likely to make repeat purchases 

and buy add-ons if prices were disclosed. The results were similar for the car rental 

experiment but in that case, even experienced consumers were influenced by drip pricing.  

In addition, the EC (2016[48]) undertook a behavioural study to assess the effects of drip 

pricing on consumers’ ability to select the best bundled broadband, telephone and TV 

package deal for them. In the first round of the experiment 83% of consumers that 

received the total price choose the optimal deal as compared to 65% of consumers that 

received drip pricing (a statistically significant difference of 19 percentage points). 

However, in the second round there was no significant difference between the two pricing 

approaches. 

Under economic models with “rational agents”, drip pricing may not survive in 

competitive markets and the outcomes of drip pricing are not always clear (Baye, 

2012[94]). However, if consumers are subject to behavioural biases, then there is potential 

for substantial consumer detriment (Laibson, 2012[95]). In this case, not only is the 

potential for consumer detriment high but the ability of competition to correct for this is 

limited (Gabaix and Laibson, 2006[96]; Oxera, 2013[97]). With these assumptions, multiple 

studies have found that drip pricing will persist even in competitive markets (Muir, Seim 

and Vitorino, 2013[98]; Heidhues, Ko and Murooka, 2016[99]). Another outcome of drip 

pricing could be that more savvy (or experienced) consumers benefit while more naive 

(and inexperienced) consumers suffer detriment; this is backed up by the study findings 

discussed above. Hence, there is also the potential for distributive effects from drip 

pricing (OECD, 2012[100]). 
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For these reasons, a number of consumer agencies have required various businesses to 

change their practices to include all mandatory charges in the headline advertised price. 

In particular, there have been a number of enforcement actions across the OECD against 

drip pricing in the online tourism sector, mostly pursued as misleading conduct cases (see 

Box 3.5). Ways of addressing drip pricing are discussed more in Section 4.1.  

Time limited offers 

Time limited offers also take advantage of consumers’ loss aversion by evoking 

consumers’ fear that they might miss out on a particular product/service or deal. In 

addition, time limited offers create the impression of scarcity, which can increase demand 

(Ahmetoglu, Furnham and Fagan, 2014[76]).  

Of the pricing practices tested by the OFT (2010[75]), time limited offers resulted in the 

second highest level of consumer detriment (after drip pricing). In particular, they 

resulted in the most purchase errors including consumers buying at the first shop they 

visited despite there being gains from shopping around.  

Given the ability of time limited offers to distort consumer purchasing decisions, it is 

crucial that businesses only advertise offers as being time limited when this is actually the 

case (OFT, 2008[101]).  

Bait pricing 

Bait pricing takes advantage of the endowment effect in that once a consumer makes a 

decision to purchase the advertised product/service it effectively becomes part of their 

endowment. Consumers then tend to stick with a purchase decision even if the 

product/service is not available at the advertised price. Bait pricing has also been 

described as taking advantage of consumers’ tendency to go through with a decision once 

the decision is made – the “commitment and consistency” principle (Cialdini, 2006[102]).  

Ellison and Fisher Ellison (2009[82]) found that bait pricing had a strong effect on 

consumer behaviour in the context of an online price comparison site. More generally, the 

OFT (2010, p. 56[75]) found that bait pricing can result in consumer detriment and 

concluded:  

Bait pricing has a clear effect on consumers’ shopping decisions, most 

people expect the advertised offer to be available and choose the trader based on 

the advertised offer. Once they get to the trader and find that the advertised offer 

is not available a third still purchased a product from the same trader. There are 

also high levels of emotional detriment in terms of consumers being frustrated 

and annoyed by the practice. 

The OFT believes that the fact that such a high proportion of consumers 

think that an offer will be available means it is potentially very easy to mislead 

consumers if an advertisement does not make it clear if a product has very limited 

availability. 

Consequently, a number of jurisdictions have prohibited bait pricing, as discussed in 

Section 4.1. 
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Box 3.5. Drip pricing in the tourism sector 

Airline payment surcharges in the United Kingdom and Australia 

The OFT undertook an investigation of fourteen airline companies after receiving a 

super-complaint from consumer advocacy body Which? about payment surcharges 

(2012[103]). The OFT was concerned that payment surcharges were being used to conceal 

the true price of airline services as most customers could not avoid this surcharge. This 

was misleading to consumers and also breached national disclosure requirements. The 

airlines subsequently changed their pricing and disclosure practices.  

The Australian Competition and Consumer Commission (2015[104]) similarly undertook 

enforcement action against two airlines for failing to disclose mandatory booking and 

service fees in headline prices. These businesses were fined for making false or 

misleading representations and subsequently changed the way they disclosed prices 

online. More generally, businesses operating in Australia are required to state the total 

price upfront, which should protect against drip pricing (ACCC, 2017[105]).  

Airline pricing in Canada and the United States 

In response to drip pricing practices in the airline industry in Canada, the Canadian 

government now requires airlines to use all-inclusive pricing, similar to the more general 

requirements in Australia (Government of Canada, 2013[106]). The US also has a Full Fare 

Advertising Rule, which requires disclosure of the full price, including government 

taxes/fees and surcharges, in advertising, on websites and on the passenger’s e-ticket 

confirmation. Carriers must also disclose all fees for optional services through a 

prominent link on their homepage (U.S. Department of Transportation, 14 C.F.R. Part 

399.84). 

Car hire companies in Canada 

The Canadian Competition Bureau has negotiated settlements with a number of major car 

rental companies over drip pricing practices that it believed constituted misleading 

advertising (Competition Policy International, 2017[107]; Milton, 2017[108]).  

Hotel resort fees in the United States 

In 2012, the FTC warned 22 online hotel booking sites that by excluding certain 

mandatory fees they may be violating the law by providing a deceptively low estimate of 

hotel room prices ([109]). In 2017, the FTC’s Bureau of Economics released a staff report 

examining partitioned pricing and drip pricing in hotel resort fees. It found that separating 

mandatory resort fees from room rates without first disclosing the total price is likely to 

harm consumers by increasing search and cognitive costs and/or by leading consumers to 

choose a more costly room (Sullivan, 2017[110]).  

Travel comparison and booking sites in Europe 

In 2016, the EC and European Union (EU) consumer protection authorities screened 352 

price comparison and travel booking websites across the EU (European Commission, 

2017[111]). In approximately one in three cases, there were different prices on the 

comparison page as compared to the booking page, sometime due to certain fees not 

being included. 
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3.4. Consumers are susceptible to default settings 

One key lesson from behavioural insights is that consumers tend to stick with the default 

option (or status quo) rather than actively choosing another alternative or opting-out of 

the default (Kahneman, Knetsch and Thaler, 1991[89]; Sunstein, 2011[72]). This can 

potentially lead to consumer harm where consumers choose to stick with a default despite 

it not being in their best interest.  

The issue of default settings has been widely researched across a range of areas including 

savings plans (Carroll et al., 2009[112]), organ donation (Johnson and Goldstein, 2004[16]), 

retirement plans (Samuelson and Zeckhauser, 1988[113]) and insurance (Johnson et al., 

1993[114]). In reviewing the relevant literature, Ahmetoglu et al. (2010, pp. 13-14[81]) 

found that: 

… people tend to choose the default, for better or worse, even those with 

major, long-term consequences. This may be due to favouring inaction, avoiding 

cognitive effort, inferring that the default option is the best recommended, or 

tending to favour the status quo. The default effect may, therefore, be detrimental 

for consumers where an opt-out policy is used to get consumers to buy additional 

products or services they might not necessarily want or need. 

Default biases may exacerbate issues related to online disclosures. For example, default 

settings may opt consumers in for additional services with associated fees or charges 

through the use of pre-checked boxes or negative option marketing. The effectiveness of 

pre-checked boxes in influencing consumer behaviour can be demonstrated with an 

example from Goldstein et al. (2008[115]): 

A large national railroad in Europe made a small change to its website so 

that seat reservations would be included automatically with ticket purchases (at 

an additional cost of one to two euros), unless the customer unchecked a box on 

the online booking form. Whereas 9% of tickets included reservations before the 

change, 47% did after, earning the railroad an additional [US dollars] 

$40 million annually.  

Similarly, default settings are relevant to negative option marketing, which has raised 

concerns in a number of consumer agencies across the OECD. In an FTC workshop on 

the topic, panellists “discouraged the use of pre-checked boxes to obtain consumer 

consent because online research indicates consumers ignore them” (2009, p. iii[116]). A 

representative from the National Advertising Division of the Council of Better Business 

Bureau noted that pre-checked boxes signal that the information is routine or unimportant 

and hence, they are not an effective way of communicating with consumers (FTC, 

2009[116]). 

To the extent that pre-checked boxes or other default settings (including negative option 

marketing) automatically sign consumers up for additional goods or services, financial 

commitments, disclosure of personal data, or marketing material, it is likely that a 

significant proportion of consumers will fail to uncheck these options despite not actually 

wanting them or agreeing with them. This has a great potential to result in consumer 

detriment. For example, consumers may be billed for goods or services they don’t want, 

they may unwittingly share personal information, or they may be hassled by unwanted 

marketing.  
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3.5. Consumers can be overconfident and short-sighted 

Numerous studies have shown that consumers have a tendency to be overconfident, 

leading them to “overestimate their own abilities or prospects, either in absolute terms or 

in comparison to others” (Grubb, 2015, p. 9[117]). Overconfidence could lead consumers 

to discount the likelihood that they will encounter future problems, which could lead 

them to accept terms and conditions without reading them. Similarly, overconfidence 

could lead consumers to dismiss warnings and other negative disclosures, even when they 

do read them. 

As noted by panellists at an FTC workshop on negative option marketing (2009, pp. ii-

iii[116]) 

… many online consumers exhibit certain characteristics, including 

inattention, unwarranted confidence, exuberance, and a desire for immediate 

gratification, which make them less likely to see and read disclosures … as a 

result … consumers become “click-happy” and quickly navigate through 

webpages, without paying much attention because they believe nothing will go 

wrong and want to complete the transaction as rapidly as possible.  

Businesses could take advantage of consumer overconfidence by introducing more 

complicated pricing structures or contracts that require some affirmative action from the 

consumer (Grubb, 2009[118]). Examples of this include non-automatic post-sale rebates, 

free trial periods, automatic renewal of contracts, and cash-back incentives (Grubb, 

2015[117]). Where consumers overvalue such contracts due to overconfidence, Grubb 

(2015[117]) found that such measures could persist even in competitive markets.  

Bar-Gill (2012[49]) argues that consumer biases such as overconfidence can lead 

consumers to routinely over or underestimate future usage. For example, a consumer may 

be optimistic about paying back a loan (or credit card balance) by the due date, thus 

avoiding interest payments and late fees. If the consumer truly believes this, they might 

ignore the late fees when comparing loans, only to find later (when they fail to make the 

payments on time) that they chose the wrong loan given their actual behaviour. If 

consumers have better information about their likely future use of a service they might 

make different (i.e. better) decisions (Helleringer and Sibony, 2016[60]). Indeed, Bar-Gill 

(2012[49]) argues that some markets – for example, credit card, mortgage and mobile 

phone markets – have complex pricing arrangements precisely to take advantage of the 

difficulties consumers experience in predicting future usage requirements. 

The problems associated with overconfidence could be exacerbated by consumer myopia 

and time inconsistency. Myopia occurs when consumers overly discount costs or benefits 

that may occur in the future as compared to immediate costs or benefits. This could 

include time, in that consumers may not invest the time to understand disclosures in full 

before making a purchase even though it may save them considerable time later (for 

example, if they make a poor purchase decision which requires them to obtain a refund or 

make an alternative purchase). Businesses may take advantage of consumer myopia by 

highlighting immediate benefits in disclosures or hiding future potential costs. Indeed, 

Bar-Gill (2012[49]) argues that businesses often include deferred costs in consumer 

contracts precisely for this reason. One example of this is providing consumers with 

“free” mobile phone handsets upfront that are (more than) paid off in higher monthly 

service fees later (Bar-Gill, 2012[49]). 
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3.6. Social norms and cultural factors can also influence outcomes 

In addition, there may be social norms that influence consumer behaviour in relation to 

disclosures. For example, if a consumer knows that their friends and family use online 

marketplaces or apps that require agreement with terms and conditions, or privacy 

policies, they may be more likely to also agree to them, perhaps without reading. Further, 

a consumer’s ability to comprehend online disclosures is likely to be influenced by: 

 age and education (Van Deursen, Van Dijk and Peters, 2011[119]) 

 access to and familiarity with the Internet (Van Deursen and Van Dijk, 2010[120]) 

 cultural background (Li and Kirkup, 2007[121]). 

Finally, gender may sometimes be a relevant factor. Hargittai and Shafer (2006[122]) found 

that males tended to feel more confident when browsing online (even though they found 

no significant difference in competence). 

Chapter 4 looks at what the behavioural insights discussed in this chapter mean for 

ensuring effective online disclosure policies.   
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4. Improving online disclosures for consumers 

The purpose of this chapter is to summarise the key policy implications of behavioural 

insights for improving online disclosures for consumers. These include the importance of: 

 clear and accurate information and pricing 

 not relying on terms and conditions to convey important information 

 express and meaningful consumer consent 

 simple information 

 using images, audio and video, where appropriate, not just text 

 timing (i.e. getting the right information at the right time) 

 considering whether disclosures could be improved with personalisation 

 use of information by third parties. 

More specific insights may be gathered through further testing the effectiveness of 

specific forms of disclosures on consumers, through behavioural experiments, for 

example. Testing of online disclosures will be particularly important in markets that are 

more susceptible to consumer detriment. High-level guidance on testing consumer 

disclosures is provided in Annex B. 

4.1. Clear and accurate information and pricing 

As discussed in Chapter 2, clear and accurate information is crucial to ensuring that 

consumers can make informed decisions when shopping online. It is for this reason that 

most OECD countries have legislation that prohibits businesses from misleading or 

deceiving consumers, including by providing false or misleading information, or by 

omitting information. 

A number of pricing practices discussed in Chapter 3 also fundamentally relate to 

concerns about misleading consumers. This could be in relation to what price consumers 

will pay, or the value of the deal they are getting. In particular: 

 Drip pricing practices may mislead consumers about the final price that they will 

have to pay. 

 Time limited offers may mislead consumers about the scarcity of the deal to the 

extent that the offer is not actually time limited. 

 Bait pricing may mislead consumers into thinking they will get a deal when there 

is little chance of this due to the low volume on offer. 

 Reference pricing may mislead consumers about the value of the deal if the 

reference price is not realistic. 

 Volume or “free” offers may mislead consumers if these deals do not actually 

represent savings for consumers. 

Policymakers can protect consumers against these types of practices either under generic 

false or misleading practices prohibitions or under more specific prohibitions. Both of 

these approaches are employed across the OECD (see Box 4.1). 
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Box 4.1. Responses to misleading pricing practices 

Enforcement actions under general false or misleading information protections 

The Lithuanian Competition Council (2015[123]) fined an online electronics company for 

misleading consumers by displaying sale prices against fake reference prices.  

Similarly, five United Kingdom furniture and carpet retailers changed their pricing 

practices after an OFT (2014[124]) investigation highlighted concerns about the use of fake 

reference prices.  

The ACCC (2016[125]) has taken enforcement action against an online clothing retailer for 

using unrealistic reference prices.  

Prohibitions against misleading pricing practices 

Bait pricing or bait and switch practices are prohibited in Australia (s. 34, Australian 

Consumer Law), Canada (s. 74.04, Competition Act), the EU (European Commission, 

2016[126]), New Zealand (New Zealand Commerce Commission, 2015[127]) and the US 

(Part 238, Title 16, Code of Federal Regulations).  

Drip pricing is effectively prohibited in Australia as businesses are required to provide 

consumers with a single upfront price which effectively counters attempts at drip pricing 

(s. 48, Australian Consumer Law). Similar requirements exist for pricing in the airline 

industry in Canada and the US (see Box 3.5).  

Canada has a number of other prohibitions on certain price-related representations 

including regarding the ordinary selling price of goods (to prevent misleading reference 

pricing), sales at prices above those advertised, and double ticketing (where there are 

multiple prices advertised and the lowest price is not charged) (Competition Bureau 

(Canada), 2017[128]). 

There are also restrictions on the use of time limited offers in the United Kingdom (OFT, 

2008[101]). 

Guidance material 

While not binding, the ACCC has published guidance on its website to encourage 

businesses to ensure their reference pricing practices are not misleading (2017[129]). 

The E-commerce Recommendation (OECD, 2016[3]) and the Consumer Policy Guidance 

on Mobile and Online Payments (OECD, 2014[85]) both recommend that businesses 

provide clear pricing information by including all fixed charges in headline prices. 

4.2. Important information should not be buried in the terms and conditions 

There is clear evidence that few consumers read online terms and conditions in any detail. 

What is less clear is what should be done about this. Is the fact that few consumers read 

terms and conditions a problem? Should the goal be to increase readership of online terms 

and conditions? Should policymakers instead accept that consumers rarely read online 

terms and conditions and look at other ways to ensure they are informed and protected? 

Or should policymakers use a combination of these two approaches? 
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There is evidence that online terms and conditions could be improved to increase 

readership and understanding. For example, the EC (2016[52]) found that shortening and 

simplifying terms and conditions enhanced readability and improved consumers’ 

understanding of and trust in terms and conditions, without making them feel like they 

had missed material information. The EC also found that forced exposure to terms and 

conditions can greatly increase readership. Other successful measures to improve 

readership of online terms and conditions included the use of “reading time” cues (which 

told consumers that it would take less than five minutes to read the terms and conditions) 

and “trust marks/seals” to increase effortless trust and purchase intentions (European 

Commission, 2016[52]). 

It has also been suggested that consumer comprehension of terms and conditions could be 

improved by placing the most important and unexpected information towards the top of 

any terms and conditions (FTC, 2016[74]). Similarly, the United Kingdom Government 

has suggested the following strategies for improving online terms and conditions: 

 presenting key terms in bold and upfront 

 ensuring that online terms and conditions are succinct and device appropriate (for 

example, only running to two screens on a smartphone) 

 having terms and conditions open automatically before consumers confirm a 

purchase 

 using tagging, so that key information can be found by clicking on the links 

(Department for Business Innovation & Skills (United Kingdom), 2016[130]). 

In addition, a number of options for improving comprehension of online terms and 

conditions are discussed in the literature. For example, by rating terms and conditions 

(Ben-Shahar, 2008[64]; Marotta‐Wurgler, 2009[131]), using labelling (Choe et al., 2013[132]; 

European Commission, 2016[52]), using condensed warning boxes to highlight the most 

unexpected and unfavourable terms (Ayres and Schwartz, 2014[133]), or a government 

sponsored consumer feedback platform (Becher and Zarsky, 2008[134]).  

There is an open question as to whether these options would substantially increase 

consumer readership and understanding of online terms and conditions. Even if these 

improvements were made, consumers may still choose not to spend time reading online 

terms and conditions, especially if they are not able to negotiate them. For this reason, it 

is possible that the benefits of policies to change the disclosure of online terms and 

conditions at a wholesale level might not outweigh the costs. However, policies to 

improve the disclosure of terms and conditions in specific scenarios where policymakers 

have linked disclosure issues relating to online terms and conditions to substantial 

consumer detriment, may be warranted. 

Some agencies appear to have accepted that many consumers do not read terms and 

conditions and are interpreting their laws on this basis. In particular, the United 

Kingdom’s Competition and Markets Authority (CMA, 2015, p. 122[135]) has stated that 

consumers cannot be excluded from protections against unfair contract terms simply 

because they have ticked a box saying they have read and agree with a company’s terms 

and conditions:  

Declarations that the consumer has read and/or understood the agreement 

give rise to special concerns … Including a declaration of this kind in a contract 

effectively requires consumers to say that these conditions have been met, 

whether they have or not. This tends to defeat the purpose of the [EU Consumer 

Rights] Directive, and as such is open to serious objection.  
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In practice consumers often do not thoroughly read standard written 

contracts. There is no justification for requiring them to say they have done so 

whether they have or not. The purpose of ‘a read and understood’ declarations is 

clearly to bind consumers to wording regardless of whether they have any real 

awareness of it. Such statements are thus open to the same objections as 

provisions binding consumers to terms they have not seen at all … 

One related area is consumer readership and understanding of privacy policies. The FTC 

(2009[136]) took enforcement action against Sears for engaging in unfair and deceptive 

practices by failing to adequately disclose to consumers the scope of personal information 

collected by its software application. The FTC alleged that this practice violated the 

Federal Trade Commission Act even though Sears did provide details about the 

functioning of the application and the collection of information in a “Privacy Statement 

and User License Agreement”, (PULSA) which users were required to consent to before 

downloading the software application. As the FTC alleged, the PULSA, and the material 

information about the software application’s functions and tracking, only appeared in a 

“scroll box” that displayed ten lines of the multi-page document at approximately the 

75th line down in the scroll box. The decision and order settling the FTC’s charges 

provided that: “Sears is prohibited from including material disclosures only in a privacy 

policy or user license agreement”. Commentators have observed that the FTC’s 

settlement appears to recognise the limitations of online terms and conditions (and 

privacy policies) for communicating important information to consumers (Gindin, 

2009[137]).  

That is not to say that online terms and conditions do not have any use. In particular, use 

of standard terms and conditions can reduce transaction costs and prices more generally 

as businesses are able to limit their liabilities. In addition, online terms and conditions 

may still serve a purpose in: 

 providing more information to those consumers that wish to access it, which 

could potentially be assessed with assistance from technology-enabled third 

parties (see Section 4.8) 

 guiding consumers in the event that they encounter a problem  

 allowing enforcement agencies to monitor compliance with the law, and in 

particular, to ensure that terms and conditions do not breach laws against unfair 

terms and conditions.4 

In summary, while online terms and conditions serve a purpose, they should not be the 

primary means for communicating important information to consumers.  

The fact that few consumers actually read most terms and conditions in full may also 

have implications for the quality of terms and conditions. In particular, as noted by Luth 

(2010, p. 164[138]): 

Consumer rational apathy and adverse selection are likely to result in 

consumer contract terms that are overly one-sided, favouring the seller over the 

consumer. The quality of terms can be said to be too low, and this problem is 

unlikely to be corrected through market instruments …  

In particular, if few consumers actually engage with online terms and conditions, this is 

unlikely to be an area where businesses actively compete for consumers. Assuming that it 

is more costly to provide terms and conditions that are more favourable for consumers, 

the lack of consumer engagement could lead to terms and conditions that are biased 

towards the business. While this may also reduce costs and hence, prices, this could lead 
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to consumer detriment if the resulting terms and conditions place an unfair burden on 

consumers. This provides an additional justification for governments to ensure that 

consumers are protected against unfair contract terms and conditions, especially in 

standard form contracts where consumers have no ability to negotiate terms and 

conditions. 

4.3. Express and meaningful consumer consent 

The effect of default settings on consumer decision making was discussed in Section 3.4. 

In particular, it is widely accepted that consumers will often leave pre-checked boxes 

checked and hence, this is not an effective way to obtain meaningful consumer consent. 

Negative option marketing strategies similarly prey on default biases and do not provide 

for meaningful consumer consent. 

In recognition of the potentially serious consumer detriment that can occur from default 

options, the EU has banned pre-ticked boxes online under its Consumer Rights Directive 

(2011[37]). The EC did not undertake a specific trial before banning pre-checked boxes 

since “available evidence was considered compelling enough to support the policy 

initiative” (Sousa Lourenço et al., 2016, p. 16[139]). Similarly, British consumers are not 

bound by charges for any goods that are sold by way of pre-ticked boxes (The Consumer 

Contracts (Information, Cancellation and Additional Charges) Regulations 2013).  

Under the US Restore Online Shoppers’ Confidence Act (ROSCA), which was enacted in 

2010, businesses are required to obtain a consumer’s express consent before charging for 

any goods or services purchased online. In addition, for online goods or services sold 

through a negative option feature (such as a continuity plan, “free trial” conversion, or 

automatic renewal program) businesses also have to provide consumers with details of 

the transaction and a simple means to opt-out of any reoccurring charges. The FTC has 

brought nearly a dozen law enforcement actions alleging violations of ROSCA, as well as 

other enforcement actions against businesses using negative options features under other 

laws and rules such as the Federal Trade Commission Act and the Telemarketing Sales 

Rule.  

Similarly, automatic renewal of contracts, which preys on consumers’ status quo biases, 

have been viewed unfavourably by a number of consumer agencies across the OECD and 

in many cases have been found to be unfair practices, and hence, unlawful (Kovač and 

Vandenberghe, 2015[140]). 

To the extent that businesses are signing consumers up to incur future fees or charges 

(monetary and otherwise), they should seek and obtain express and meaningful consumer 

consent. Pre-checked boxes and negative option marketing strategies are not sufficient for 

inferring consumer consent.  

4.4. Simple information 

The behavioural insights literature raises serious doubts about consumers’ ability to 

process vast quantities of information. This has implications for policies that mandate 

information disclosure. As noted by King and Smith (2010, p. 83[73]): 

… consumer policy is often concerned with situations where consumers 

appear to face an information deficiency. An obvious policy suggestion in such a 

situation is to increase the availability of, and access to, information. However, if 

consumers face “choice overload” or other factors that prevent them from taking 
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full benefit of available information, increasing the amount of information is 

unlikely to lead to a better outcome. Indeed it might make matters worse. 

Hence, policies that require online businesses to provide extensive quantities of 

information to consumers have the potential to do more harm than good. In particular, 

such policies are more likely to result in consumers sticking to the status quo, limiting the 

number of decision criteria they consider (by, for example, focussing exclusively on price 

at the expense of other factors such as quality), or engaging in herd behaviour. These 

actions have potentially detrimental consequences for consumers and the effective 

functioning of markets. 

An experiment by staff from the FTC provides some strong evidence of the potential for 

disclosure requirements to lead to worse outcomes for consumers (Lacko and Pappalardo, 

2004[141]). The study showed that including information about mortgage broker costs (and 

hence, their incentives) actually reduced the number of consumers who could identify the 

cheapest loan. The proportion of consumers who could identify the cheapest loan dropped 

from over 95 per cent when the broker’s commission was not disclosed, to between 49 

and 71 per cent (depending on the type of disclosure used). In this case, a policy proposal 

that was intended to improve consumer decision making by revealing a broker’s 

incentives would have resulted in worse outcomes for consumers. 

Requiring businesses to provide vast quantities of information to consumers also has the 

potential to influence the way in which businesses approach online information 

disclosures. For example, it may mean that businesses approach the requirement from a 

mind-set of regulatory compliance rather than trying to provide the information in a way 

that works for consumers. This might be especially problematic for businesses that are 

subject to numerous general and sector-specific information disclosure requirements. If 

businesses concentrate more on compliance than communication, this might reduce the 

effectiveness of online disclosures as businesses might just list the information without 

thinking about the best way in which to communicate it to consumers.  

Helberger (2013[142]) cites a number of examples of online businesses that have made an 

impressive effort to develop consumer-friendly privacy disclosures, the form of which is 

largely unregulated. In particular, in these examples the companies tend to use more user-

friendly language and more engaging layouts (i.e. more colour, clearer headings, and 

different font styles, sizes and colours). She contrasts these with terms of service sites 

from the same businesses and finds that these are generally much less consumer friendly 

(e.g. they tend to use more technical language and more plain text). This may be for a 

number of reasons, not just differences in regulatory requirements. It may be that these 

businesses have recognised that privacy is important to consumers and hence, have 

invested in improving disclosures in this area. It may also be that these businesses are 

responding to a threat of more regulation by being pro-active in relation to privacy 

disclosures. Either way, what is does demonstrate is that online businesses are able to 

create more effective online disclosures when they consider this to be in their interests. 

Given this, governments should be careful to ensure that any mandated disclosure 

requirements do not hinder businesses’ ability to develop effective disclosures for 

consumers. 

More generally, policymakers should limit the prescriptiveness and extensiveness of any 

mandated disclosure requirements to the minimum necessary. This alone should improve 

simplicity. Simplification of disclosure requirements should improve consumer 

understanding and limit the potential for information overload. Another way to simplify 

information is to use layering, as discussed below. Done properly, layering should 
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substantially reduce the amount of information that online consumers are confronted with 

when shopping online. 

Layered information 

One way to improve information disclosures is through a layered approach. Layering of 

information involves distilling the information into key headings with short summaries 

and providing links to consumers who want to know more on each topic. Layering of 

information can thus reduce the volume of information that is disclosed to the consumer 

at the point of sale, which can reduce the potential for consumers to face information 

overload. It is also easier for consumers to navigate, allowing consumers to concentrate 

their attention on the issues that are of most importance to them.  

The online environment, where text can incorporate active links to more information, is 

well-suited to layering information. As noted by the Productivity Commission (2008, 

p. 267[29]): 

… the ability to provide and tailor information through electronic means, 

including interactive web pages and other web based tools, arguably offers more 

effective disclosure to individuals with access to a computer ... 

However, Garrison et al. (2012, p. 228[143]) caution that: 

Layering of information needs to be done carefully and thoughtfully. 

Researchers and policymakers need to identify the key pieces of information that 

are essential to consumer understanding and usability and make sure those pieces 

are located together in a highly visible place and format. 

One area in which substantial work has been undertaken to improve disclosures through 

layering is in respect of privacy notices. For example, a multi-layered approach to privacy 

notices was recommended by the OECD over a decade ago (OECD, 2006[144]). (For 

examples of the layering of privacy notices, see Annex D of OECD (2006[145]).)  

4.5. Use of images, audio and videos and general layout 

The online environment offers businesses a wide variety of options for communicating 

with consumers. While text is often the default option; images, audio or video are often 

more effective for communicating with consumers (Zhenhui and Benbasat, 2007[86]; 

Benartzi and Lehrer, 2017[5]).  

Box 4.2 provides a summary of the outcomes of an experiment which compared the 

effectiveness of various disclosures in the context of an online purchase of digital content. 

The experiment found that the use of emotive graphic warnings aided consumer 

comprehension. It also highlighted the importance of individual characteristics on 

comprehension as participant age was a determining factor in the effectiveness of the 

various forms of warnings. This emphasises the importance of consumer testing of 

various forms of disclosures (see Annex B). 
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Box 4.2. Using warnings to prevent incompatible digital product purchases online 

Experiment by the Joint Research Centre, EC 

The EU Consumer Rights Directive (2011/83/EU) requires businesses to provide 

consumers with pre-contractual information on the functionality and interoperability of 

digital products. However, this does not necessarily lead consumers to read and 

understand this information. One potential error that can occur is that consumers purchase 

a digital product that does not work with their device(s) and/or system(s).  

Esposito et al. (2017[146]) undertook a computerised lab experiment to test the 

effectiveness of various “nudges” in ensuring that consumers do not purchase 

incompatible digital products online. In particular, they looked at the effectiveness of: 

 warnings (no warning, a traditional warning, or an emotive warning) 

 the style of information (text or logo) 

 the timing of the information provision (on the product information page, or on 

the checkout page). 

They also looked at how socio-economic characteristics (age, education and gender) 

influenced the results. 

Overall, the results suggested that only two nudges were effective in reducing the number 

of incompatible purchases: the emotive warning message (as opposed to no warning 

message), and placing compatibility information on the checkout page (rather than the 

product description page).  

Interestingly, a traditional warning message had no effect overall (i.e. the same effect as 

no message), and the style in which the compatibility information was presented (i.e. text 

or logo) also had no effect overall.  

Participant age was a key factor; with older participants tending to make more 

incompatible purchases (education and gender did not affect the results). The 

effectiveness of the various nudges was also influenced by age. The number of 

incompatible purchases by older participants actually increased with emotive warnings 

and having information at the checkout (rather than on the product information page), the 

opposite of what was found for participants overall. Further, logos tended to be more 

effective than text for older participants (but had no effect overall). This suggests that age 

can be a key factor when determining which nudges work best for online consumers. 

 

Even when using text, there are options about text size and colour, for example. As noted 

by Sunstein (2014, p. 586[147]) “Large fonts, bold letters, and bright colors can be 

effective in triggering people’s attention”. Otherwise there is a risk that consumers will 

simply not read the text (for example, see the report of the Gallup Organisation 

(2013[148])). Moreover, Garrison et al. (2012, p. 228[143]) note that “contextual framing, 

visual hierarchy, information sequencing, font choice, white space, and many other 

design features are critical factors in the success of consumer disclosures”. For example, 

a study by staff at the FTC suggests that text colour, placement and size can influence 

consumer recognition of native and search advertising (Box 4.3). Further, online 

presentation of information is discussed at length in Benartzi and Lehrer’s (2017[5]) book 

“The Smarter Screen: Surprising Ways to Influence and Improve Online Behavior”.  
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Box 4.3. Recognition of search advertising and native advertising 

In 2017, the FTC released a staff report exploring consumer recognition of paid search 

advertising and “native advertising” ([149]). The report summarises the key findings of a 

piece of commissioned research undertaken in 2014-15. In particular, 48 participants 

were observed, interviewed, and had their eye movements tracked as they interacted with 

eight different sets of webpages in a usability lab. Four of the webpages were actual 

webpages, and the other four were copies with the advertising disclosures modified to be 

more in keeping with relevant FTC staff guidance (see FTC (2013[150]) and FTC 

(2015[151])). In addition, four of the webpages were desktop sites and four were mobile 

sites. 

Modifications to the advertising disclosures included: 

 changing the background colour and using borders to identify different online 

content (i.e. to make advertised content look different) 

 increasing text size and using contrasting colours for the disclosures (i.e. for 

labels such as “Advertising” and “Ads”) 

 better placement of disclosures so it is clear what they relate to and so that they 

are not missed (e.g. for English speakers, disclaimers that appear in the top left of 

the advertisement are less likely to be missed) 

 use of consistent and clear terminology (i.e. “Advertising” and “Ads” as opposed 

to “Sponsored” or “Paid Content”). 

After being shown each webpage, respondents were asked indirect questions to determine 

whether they could identify the advertising content. Because several modifications were 

made to each disclosure, the effect of each individual modification could not be 

determined given the small sample size. However, in general, the respondents were better 

able to identify the advertisements in the modified webpages (68% of respondents 

compared to 47% of respondents for the original webpages). Another interesting finding 

was that there was no correlation between the amount of time a respondent spent looking 

at an advertisement and their recognition of the advertisement. The paper recommended 

further research to determine the effect of individual modifications. 

 

In summary, there are multiple ways to present information to consumers online. In 

developing regulation or guidance on online information disclosures, governments should 

ensure that they do not unnecessarily restrict the ways in which businesses can present 

information online. Similarly, businesses should consider alternative ways to present key 

information to consumers. The testing of webpages by businesses can be relatively low 

cost and can have a significant impact on consumer satisfaction (Benartzi and Lehrer, 

2017[5]). Further, in areas where information disclosure raises particular policy concerns, 

approaches to disclosure should be tested with consumers before being implemented 

(Productivity Commission, 2008[29]) (see Annex B). 

4.6. Timing of disclosures and use of reminders 

Another key issue for governments and businesses to consider is when to provide 

information to online consumers. The timing of disclosures can influence their 

effectiveness (Campbell, Mohr and Verlegh, 2013[152]; Esposito et al., 2017[146]; FTC, 
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2016[74]; McDonald and Lowenthal, 2013[153]; Benartzi and Lehrer, 2017[5]). It is not 

surprising that timing is important given that behavioural biases such as the endowment 

effect and commitment effect may limit the usefulness of some information if it is 

provided after a consumer has already decided to make a purchase.  

In most cases, businesses provide information to consumers before they make a purchase 

(which can be a mandated requirement for some information). However, in other 

circumstances, for example, where consumers have an ongoing contract with a provider, 

timely reminders may be more effective than relying on the information that was 

provided before (or at the time) the contract commenced. For example, reminding 

consumers of call rates via a text message when consumers enter a new country is likely 

to be of particular benefit to consumers who may otherwise have found it difficult to 

determine what charges they would be liable for (Helleringer and Sibony, 2016[60]).  

Similarly, an email, app or text message to remind a consumer of an upcoming bill, 

contract expiration or renewal date, or changes to the terms and conditions of their 

contract, are likely to be more successful than relying on consumer memory or pro-active 

monitoring of contract terms and conditions. This will especially be the case if such 

reminders are framed in a way that can help and effectively alert consumers. For 

example, the United Kingdom Financial Conduct Authority (FCA) (2015[154]) found that, 

while annual statements had no effect on unarranged overdraft charges, text alerts and 

mobile banking apps substantially reduced monthly unarranged overdraft charges (see 

Box 4.4). 

The importance of timing is likely to vary by market. Further, consumers may have 

different preferences for when certain information should be made available (McDonald 

and Lowenthal, 2013[153]). As such, timing is something that should be considered on a 

case-by-case basis, ideally through consumer testing (see Annex B), and by taking into 

consideration and mapping the critical decision points for consumers where certain 

information would be particularly useful and relevant (OECD, 2016[12]).  

4.7. Personalised disclosures 

Consumers are heterogeneous; they have different characteristics, different needs, and 

different preferences. Consumers can even differ in disclosure preferences. In relation to 

privacy disclosures on mobile devices, for example, McDonald and Lowenthal (2013[153]) 

found that over half of respondents only wanted to see privacy disclosures before making 

a purchase, around one in five wanted to see them each time data was collected, and one 

in ten never wanted to see them.  

This suggests that disclosures could be made more effective if they were personalised. 

This could be done by consumers stating preferences to a business and subsequently 

being shown only information that they want to see, or by businesses tailoring disclosures 

based on what they know about the consumer (for example, omitting information that is 

known to be irrelevant to the consumer) (Benartzi and Lehrer, 2017[5]).  
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Box 4.4. Annual statements, text alerts, mobile apps and banking behaviour 

In 2015 the FCA, in collaboration with the OFT, undertook a study to understand the 

impact of various current account disclosures on consumer behaviour (FCA, 2015[154]). 

United Kingdom banks disclose current account information to customers in various 

ways, including through: 

 Annual summaries, which were adopted by the banks voluntarily after an OFT 

market study recommendation in 2008.  

 Text alert services, which have been required since 2012 for major banks. 

 Mobile banking apps for smartphones, which have been voluntarily adopted by 

the major banks for commercial purposes. 

The FCA was interested in the effect of these different forms of disclosure on a 

consumer’s propensity to incur overdraft charges, change balance levels or switch banks. 

To assess this, it applied econometric techniques to over 300 million observations from 

two of the big United Kingdom banks. It found that:  

 Annual summaries, as designed by the banks in question, had no effect on 

consumer behaviour. 

 Signing up to text alerts or mobile banking apps reduced the amount of 

unarranged overdraft charges by 5% to 8%, respectively. 

 Signing up to both services had an additional effect, resulting in a total reduction 

of 24%.  

It hypothesised that the “additional impact of the combination of both services showed 

the benefit of receiving information upon automatic triggers, without having to actively 

acquire it, as well as the facility to act quickly upon receiving information” (FCA, 2015, 

p. 3[154]). 

 

Bar-Gill (2012[49]) suggests that personalisation, alongside simplification, could be used 

to improve comparison shopping in complex markets. For example, for mobile phone 

services, businesses could be required to disclose the total annual cost of each plan for 

each individual, taking into account call rates, data rates and the consumer’s use. To do 

this, the business could access data on the consumer’s use, provide usage estimates based 

on the usage of an average consumer, or alternatively, provide an estimate based on the 

use of a consumer with similar characteristics to the consumer (for example, similar 

demographic characteristics). Those characteristics could be provided by the consumer or 

the business could produce an estimate based on what they know about the consumer.  

Interestingly, in a study for the EC, it was found that disclosing individualised pricing 

information for bank accounts actually had a negative impact on rational switching 

behaviour (TNS, 2012[155]). It was hypothesised that this was due to the individual pricing 

information containing too much information and resulting in information overload. 

Hence, the form, content and design of any information disclosures remains 

fundamentally important to ensuring effective disclosures and any prescriptive disclosure 

requirements should be consumer tested prior to implementation (see Annex B). 

Another example where disclosures could be easily personalised is in respect of retail 

goods that cannot be shipped to the consumer’s location (Helleringer and Sibony, 

2016[60]). Currently, a consumer can spend a lot of time deciding what to buy from an 
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online retailer only to find when entering their delivery address that the retailer does not 

ship there. This is despite the fact that many businesses know the consumer’s location 

from the moment the consumer goes on their website. A small disclosure such as a 

pop-up when the consumer first goes on the online shop’s webpage to warn the consumer 

that they do not ship to their location could be of benefit to the consumer at minimal cost 

to the business. 

Personalisation could also be used to ensure that consumers are not provided with 

irrelevant information. For example, warnings that are only relevant to a particular 

sub-set of consumers could be withheld for consumers that are not in that sub-set.  

In this way, personalisation could potentially be used to improve disclosures for 

consumers. Sunstein (2013[156]) has considered the topic of personalising default settings 

in depth. More relevantly, Porat and Strahilevitz (2014[157]) make strong arguments for 

personalising disclosures. However, personalising disclosures is not straightforward and 

may raise other issues such as privacy and discrimination. This is an area that merits 

further research. 

4.8. Technology-enabled information provision 

In more complex markets, consumers might need to interact with more substantial 

amounts of information in order to make good decisions when shopping online. In these 

markets, consumers might make use of comparison sites or other types of 

algorithm-based platforms or applications. Private and public online comparison sites 

have emerged in a number of consumer markets including for: 

 Various forms of insurance, including home, car, travel, health and life insurance. 

 Energy providers, including electricity and gas providers. 

 Telecommunications services, including mobile phone plans, Internet plans and 

bundled offers. 

 Financial products, including mortgages, credit cards, loans and savings accounts. 

 Travel services including hotels, flights, and train and bus services. 

And there are many other examples of generic online comparison sites. In 2008, Ipsos 

MORI found that almost half of the British consumers surveyed used price comparison 

sites ([158]). 

Where consumers have detailed usage information (for example, a previous bill) 

comparison sites may be able to use this information to determine their best deal. For 

example, the Australian Government has developed the “Energy Made Easy” site to allow 

Australian consumers to compare energy deals based on a recent energy bill ([159]). Even 

where consumers do not have usage information, comparison sites may provide an 

estimate based on inputs from the consumer. On the Energy Made Easy site, for example, 

an estimate is generated on the basis of a number of inputs from the consumer (e.g. type 

of dwelling, number of occupants, and whether there is a swimming pool). 

Comparison sites, apps and online platforms can also make use of other information 

about the consumer to offer new services. For example, comparison sites could use a 

consumer’s past actions to inform the possibilities provided in the future. With the rise of 

the Internet of Things, there will be more and more opportunities for consumer 

information to be used to inform future purchasing decisions. 

Comparison sites and other intermediaries can also aggregate and display information 

from other consumers, such as ratings and reviews. This is quite common for booking 
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services for restaurants and hotels, for example. In this way, the scope for intermediaries 

and other applications to use information from various sources to assist consumers when 

shopping online is substantial. 

Gal and Elkin-Koren (2017[160]) envision a world in which algorithms can do everything 

for the consumer, from identifying the need for something to be purchased, selecting the 

best deal and even ordering and paying for the good or service online. While the 

development of algorithmic consumers is in its infancy, online price comparison sites that 

rely on algorithms to suggest the best deals for consumers are well established. In 

addition, new products to assist consumers online are continually being developed. For 

example, tools to assist consumers in navigating online terms and conditions are already 

on the market. For example, EULAlyzer is marketed as a tool to help consumers identify 

potentially problematic terms and conditions in end user license agreements (EULAlyzer, 

2017[161]).  

Further, “privacy managers”, which are usually available as apps, are already being 

developed with promising results: see Almuhimedi et al. (2014[162]); Balebako et al. 

(2017[163]) and FTC (2016[74]). Indeed, researchers from Switzerland’s Federal Institute of 

Technology at Lausanne, the University of Wisconsin and the University of Michigan, 

recently announced the release of Polisis; a website and browser extension that uses 

machine learning to automatically read and make sense of online privacy policies for 

consumers (Greenberg, 2018[164]). It does so by presenting the policy as a graphic flow 

chart which identifies the type of data collected, where the data could be sent, and 

whether a consumer can out of that collection or sharing. There is also a chat interface 

which answers specific questions about a privacy policy.  

A key issue for information disclosure is to recognise that the type and form of 

information that algorithms need is very different from what consumers need. In 

particular, while consumers need information to be as simple as possible and may not 

respond to long text and numbers, algorithms tend to work better with detailed 

information in text or numeric form. Policymakers and businesses should be aware of 

these two contrasting uses for information and should facilitate the development of 

different forms of disclosure to meet these two very different needs. 

4.9. Summary of key policy implications 

The key policy implications from this chapter can be summarised as follows: 

 Governments should be wary of exacerbating information overload when setting 

mandatory information requirements for businesses. Governments should also 

bear in mind the importance of form and context in developing such requirements. 

In particular, governments should consider not just what information consumer 

need but also when is the best time for consumers to receive such information, 

and in what form. Before introducing or changing disclosure requirements, 

governments should test these with consumers where possible. 

 Governments should ensure that consumers are protected from false and 

misleading information, both online and off. This includes misleading pricing 

practices such as drip pricing and bait pricing, and the framing of pricing and 

offers that consumers cannot easily process. 

 Businesses should not rely on terms and conditions to communicate material 

information to consumers. Such information should be presented to consumers at 
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a relevant stage of the decision making process and in a clear and salient way. In 

the case of standard form contracts, governments should ensure that consumers 

are protected from unfair contract terms since few consumers read terms and 

conditions and in any case have no ability to negotiate these. 

 Personalisation of disclosures could improve consumer comprehension but could 

also raise new consumer issues. This is an area that would benefit from more 

research. 

 For more complex products and services (e.g. financial products and services, 

telecommunication services and energy services), including those with usage 

based pricing, consumer access to information (including on usage) in a 

machine-readable form should assist comparison shopping and facilitate 

switching, potentially with the help of intermediaries. 
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Annex A. Relevant sections of the E-commerce Recommendation 

Provisions relevant to behavioural insights and online disclosures are reproduced below. 

Paragraph numbering replicates that in the E-commerce Recommendation (OECD, 

2016[3]). 

C. Online Disclosures 

General Principles 

25.  Online disclosures should be clear, accurate, easily accessible and conspicuous 

so that consumers have information sufficient to make an informed decision regarding a 

transaction. Such disclosures should be made in plain and easy-to understand language, at 

a relevant time, and in a manner that enables consumers to retain a complete, accurate and 

durable record of such information. 

26.  When more than one language is available to conduct a transaction, businesses 

should make available in those same languages, all information necessary for consumers 

to make an informed decision regarding a transaction. All information that refers to costs 

should indicate the applicable currency, unless it is apparent from the context. 

27.  Businesses should take into account the technological limitations or special 

characteristics of a device or platform, while providing all necessary information. 

Information about the Business 

28.  Businesses engaged in e-commerce with consumers should make readily 

available information about themselves that is sufficient to allow, at a minimum: (i) 

identification of the business; ii) prompt, easy and effective consumer communication 

with the business; iii) appropriate and effective resolution of any disputes that may arise; 

iv) service of legal process in domestic and crossborder disputes; and v) location of the 

business. 

29.  This information should include the legal name of the business and name under 

which it trades; its principal geographic address; an e-mail address, telephone number or 

other electronic means of contact; appropriate domain name registration information for 

web sites that are promoting or engaging in commercial transactions with consumers; and 

any relevant government registration or license information. 

30.  When a business publicises its membership in any relevant self-regulatory 

programme, business association, dispute resolution organisation or other body, the 

business should provide sufficient information to enable consumers to easily contact such 

body. Businesses should provide consumers with easy methods to verify that 

membership, access the relevant codes and practices of the organisation, and take 

advantage of any dispute resolution mechanisms offered by the organisation. 

Information about the Goods or Services 

31.  Businesses engaged in e-commerce with consumers should provide information 

describing the goods or services offered that is sufficient to enable consumers to make 

informed decisions regarding a transaction.  
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32.  Depending on relevant factors, including the type of good or service, this should 

include information such as: 

i) Key functionality and interoperability features; 

ii) Key technical or contractual requirements, limitations or conditions that might 

affect a consumer’s ability to acquire, access or use the good or service; 

iii) Safety and health care information; and 

iv) Any age restrictions. 

Information about the Transaction 

33.  Businesses engaged in e-commerce should provide information about the terms, 

conditions and costs associated with a transaction that is sufficient to enable consumers to 

make an informed decision regarding a transaction. Consumers should be able to easily 

access this information at any stage of the transaction. 

34.  Businesses should provide consumers with a clear and full statement of the 

relevant terms and conditions of the transaction. 

35.  Where applicable and appropriate given the transaction, such information should 

include the following: 

i) Initial price, including all fixed compulsory charges collected and/or imposed by 

the business; 

ii) Information on the existence of variable compulsory and optional charges 

collected and/or imposed by the business when they become known by the 

business and before consumers confirm the transaction; 

iii) Notice of the existence of other routinely applicable costs to the consumer that 

are collected and/or imposed by third parties; 

iv) Terms, conditions, and methods of payment, including contract duration, 

recurring charges, such as automatic repeat purchases and subscription renewals, 

and ways to opt out from such automatic arrangements; 

v) Terms of delivery or performance; 

vi) Details of and conditions related to withdrawal, termination or cancellation, after-

sales service, return, exchange, refunds, warranties and guarantees; 

vii) Privacy policy; and 

viii) Information on available dispute resolution and redress options. 

53.  To achieve the purpose of this Recommendation, governments should, in co-

operation with stakeholders: 

i) Work towards improving the evidence base for e-commerce policy making 

through: 

–  The collection and analysis of consumer complaints, surveys and other trend 

data, and 

–  Empirical research based on the insights gained from information and 

behavioural economics; 
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Some of the provisions relating to fair business, advertising and marketing practices are 

also related to online disclosure; the most relevant provisions are replicated below. 

B. Fair Business, Advertising and Marketing Practices 

4.  Businesses should not make any representation, or omission, or engage in any 

practice that is likely to be deceptive, misleading, fraudulent or unfair. This includes the 

general impression likely conveyed to consumers by the representation or practice as well 

as implied factual misrepresentations conveyed through features such as the good or the 

service’s name, words, pictures, audio and/or video and the use of disclaimers that are 

hidden, hard to notice or to understand. 

5.  Businesses should not misrepresent or hide terms and conditions that are likely to 

affect a consumer’s decision regarding a transaction. 

16.  Businesses should ensure that advertised prices do not misrepresent or hide the 

total cost of a good or a service. 
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Annex B. Consumer testing 

As noted in Chapter 4, the type and form of information that consumers need when 

shopping online is likely to vary between markets. In addition, what works for consumers 

in one market may not work in another. For this reason, governments and businesses 

should consider undertaking consumer testing of the effectiveness of various forms of 

online disclosures. As noted by Sunstein (2011, p. 1371[72]): 

To the extent possible, agencies should study in advance the actual effects of 

alternative disclosure designs to ensure that information is properly presented 

and will actually inform consumers. 

This is especially important in markets that are more susceptible to consumer detriment. 

This could include markets where: 

 consumers are locked-in to their decision or there are other barriers to consumer 

switching (for example, a lack of effective competition) 

 the decision represents a significant commitment for the consumer (monetary or 

otherwise) 

 the decision is not routine for the consumer 

 the decision involves a level of complexity. 

It is also important that consumer testing is undertaken where policymakers are 

considering introducing mandatory disclosure requirements. 

In practice, there are a number of examples where academics, governments or businesses 

have tested information disclosures on consumers. Examples for payday loans, pensions, 

health insurance, pharmaceutical labels, and mortgage disclosures are briefly discussed in 

Box B.1.  

The rest of the annex provides some broad guidance on how to undertake a behavioural 

experiment to test the effectiveness of online information disclosures. It is not intended to 

be an exhaustive discussion of the issues but merely a high-level summary of some of the 

key considerations. 

Problem identification 

The first step involves identification of the problem. This involves asking: 

 What is the consumer issue and why is it occurring?  

 What is the behavioural element? 

 Is it a problem of not enough information; too much information; information 

being provided at the wrong time or in the wrong form; consumer biases 

influencing decisions; or do consumers not understand the information? 

 If consumers don’t understand the information, why is this? 

 Can improved disclosures help? 

The specific policy issue and its behavioural aspects should be identified and defined as 

tightly as possible. Focus groups (and potentially initial testing) could be used to 

determine the extent of the problem and to act as a baseline against which to measure the 

success of any change. 
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Box B.1. Examples of consumer testing of disclosures 

The EC (2016[52]) commissioned work to test a number of methods for increasing 

readership of terms and conditions. Successful methods included shortening and 

simplifying terms and conditions, forced consumer exposure to terms and conditions, 

reading time prompts, and use of trust marks/seals (see Section 4.2).  

Bertrand and Morse (2011[165]) looked at the effect of information disclosure on 

consumers’ willingness to take out payday loans. They found that information disclosures 

that respond to cognitive biases can reduce intentions to take out loans by 11%. The most 

effective disclosures made consumers consider the long term costs of loans, both in total 

and in comparison to other forms of lending. 

The FTC undertook a study to improve mortgage disclosures for consumers (Lacko and 

Pappalardo, 2007[166]). The study involved 36 in-depth interviews with recent mortgage 

customers, and quantitative consumer testing of over 800 mortgage customers. Prototype 

disclosures were developed to test the potential for improved understanding of mortgage 

costs through better disclosures. 

The Association of Superannuation Funds of Australia funded a study of consumer 

comprehension of a product disclosure statement for superannuation (i.e. retirement 

savings) products (Productivity Commission, 2008[29]). Initially, only 10% of consumers 

correctly answered 90% of the questions. Interviews were used to identify reasons for 

mistakes and to re-design the statement. Changes included clearly explaining terms, using 

worked examples when relying on percentages, using “signposts”, and including a 

checklist. With the new statement, 40% of consumers correctly answered 90% of the 

questions.  

In the US, similar consumer testing was undertaken to develop a short, easy-to-

understand “Summary of Benefits and Coverage” and glossary to assist consumers in 

understanding and choosing between health insurance options (The Centre for Consumer 

Information & Insurance Oversight (U.S), 2012[167]). 

GlaxoSmithKline, a pharmaceuticals company, funded a study to test and improve label 

comprehension for Panadol – a painkiller sold in Australia (Productivity Commission, 

2008[29]). Redesigning the label improved comprehension and understanding from 72 per 

cent to 92 per cent. Changes included better sequencing, reduced text length and 

increasing spacing, better differentiating between different types of information, and 

removing unnecessary information.  

Other examples of experiments relating to information disclosures are discussed in “Use 

of Behavioural Insights in Consumer Policy” (OECD, 2017[2]), and more general 

examples are in the OECD’s report on “Behavioural Insights and Public Policy: Lessons 

from Around the World” (OECD, 2017[9]). 

Developing options for improving disclosures 

The second step involves identifying ways to improve disclosures, based on the policy 

issue identified in the first step. There are a number of ways in which disclosures could 

potentially be improved including by: 
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 simplifying text, including by removing technical language 

 reducing the amount of text, potentially through layering 

 ensuring key points are clear and salient 

 using effective signposting 

 using appropriate text size, colour and font (with consideration of the device on 

which the disclosures will appear) 

 using images, audio or video, as appropriate 

 changing the timing of the disclosure, and/or providing the relevant information at 

various decision points  

 personalising disclosures. 

Areas to target should be informed by the initial focus group or testing or relevant 

literature on the topic. From this, a number of options should be developed for testing.  

The number of different interventions to be included for testing should be minimised as 

each intervention exponentially increases the number of conditions to be included (Van 

Bavel, Rodríguez-Priego and Maghiros, 2015[168]). For example, if testing consumer 

comprehension of a label, label colour, text size and logo placement might be relevant 

factors. However, this alone could involve at least nine test conditions so as to pick up 

differences between individual effects and interactions between effects: 

 To compare two colours would require three conditions (e.g. blue, green and the 

control condition). 

 To then test font size would require five conditions (e.g. blue-small, blue-big, 

green-small, green-big, and the control condition). 

 To test placement would require nine conditions to account for all permutations 

(e.g. blue-small-high, blue-small-low, blue-big-high, blue-big-low, green-small-

high, green-small-low, green-big-high, green-big-low, and the control condition). 

The problem with including too many conditions is that it quickly expands the required 

sample size, which also increases the cost of the experiment. Further, increasing the 

number of conditions quickly increases complexity, making it harder to understand and 

clearly identify the potential policy interventions.  

Testing options 

Third, the options should be tested. This could be done in a laboratory setting, online, 

through a randomised control trial, or in the field. See OECD (2017[2]) for more on these 

types of testing. Alternatively, a combination of methods could be used as recommended 

by Garrison et al. (2012[143]).  

Testing the effectiveness of certain types of interventions could be done in a number of 

ways: 

 The experiment could look at the effect of various disclosures on actual consumer 

behaviour (for example, see Bertrand and Morse (2011[165])). That is, consumers 

could be shown different disclosures and certain behaviours could subsequently 

be monitored to assess whether changes in behaviour were correlated with 

exposure to different forms of disclosure. This approach is more likely to work in 

a randomised control trial, a laboratory experiment, or an online experiment. 

 A “natural experiment” could shed light on the effectiveness of various forms of 

disclosures (for example, see FCA (2015[154])). That is, historic data could be used 

to test the actual effect of different forms of disclosures on consumers. For 
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example, if a new disclosure was introduced, data on behaviour could be analysed 

before and after the introduction to see whether it resulted in a change in 

behaviour.  

 The experiments could involve a specific activity (for example, a purchase 

activity) with an objectively “correct” outcome and then the various interventions 

could be tested to see how often they resulted in consumers arriving at the correct 

outcome, and/or how long it took consumers to arrive at that outcome (for 

example, see Esposito et al. (2017[146])). Such an approach would lend itself to a 

laboratory or online experiment. 

 Consumers could be tested on their comprehension of the disclosure (for example, 

see Lacko and Pappalardo (2007[166])).  

 Another option would be to ask consumers their views on the various 

interventions/presentations (for example, see EC (2016[52])). 

Once the most effective disclosures have been identified through the testing, the benefits 

from the intervention should be compared with its costs. Only if the benefits of 

intervention outweigh the costs should the intervention be implemented. 

Other factors to consider 

When undertaking consumer testing, the sample size should be sufficiently large and 

representative of the underlying population (Van Bavel, Rodríguez-Priego and Maghiros, 

2015[168]).  

Another thing to consider is to what extent the results are generalizable since this is not 

necessarily the case with behavioural experiments. For example, consumers in one 

jurisdiction may differ markedly from consumers in another jurisdiction in terms of what 

interventions they find most useful. This could be because of differences in underlying 

socio-economic characteristics (which may be able to be tested and controlled for), or 

more fundamental cultural differences such as “aversion to risk, inter-temporal 

preferences, importance of altruism and other behavioural traits” (Helleringer and 

Sibony, 2016, p. 35[60]). For this reason, caution needs to be applied before assuming that 

the results of one experiment are generalizable to other populations or circumstances. 

Piloting certain interventions on a larger scale after testing can be a way of progressively 

introducing changes. Policy interventions should then be evaluated after a period of 

implementation to assess impact and effectiveness. 

For more guidance on undertaking behavioural experiments in developing consumer 

policy, see the OECD’s report “Use of Behavioural Insights in Consumer Policy” 

(OECD, 2017[2]). 
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Notes 

 
1  See, for example, the “Report on the Second Roundtable on Economics for Consumer 

Policy” (OECD, 2007[172]), the “Consumer Policy Toolkit” (OECD, 2010[4]), the 

“Recommendation on Consumer Policy in E-Commerce” (OECD, 2016[3]), and the “Use 

of Behavioural Insights in Consumer Policy” (OECD, 2017[2]), which all discuss or refer 

to behavioural insights. 

2  For more on mobile and online payments, see the “Consumer Policy Guidance on Mobile 

and Online Payments” (OECD, 2014[85]). 

3  For issues relating to digital content, see “Protecting and Empowering Consumers in the 

Purchase of Digital Content Products” (OECD, 2011[169]). 

4  In this context, Micklitz et. al. (2017[170]) have suggested that some consumer agencies 

may be able to use software to screen for potential unfair terms and conditions online. 

They have developed “uTerms” to demonstrate how such software could work in practice 

(uTerms, 2017[171]). 
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